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Cybersecurity is an integral part of national security, especially in the context of rapid digitalization
and the growth of cyber threats. Currently, Ukraine faces numerous challenges, in particular, cyber
attacks on information systems and personal data of citizens. Such attacks have negative consequences,
leading to political destabilization, economic losses, as well as violations of the rights of individuals.
In the context of globalization and the integration of digital technologies into all aspects of public life,
the issue of cybersecurity is becoming even more relevant, as the state is increasingly faced with cyber
threats, which has consequences for national security.

The relevance of studying this problem is due to the need to develop effective mechanisms for
countering cyber threats, improve the legal framework, strengthen international cooperation, introduce
modern cyber protection technologies, and increase the level of digital awareness of the population. In
this context, the analysis of theoretical approaches to defining cybersecurity, as well as the study of the
legal definition of this category in national legal systems, is particularly important.

The article examines the main theoretical approaches to defining cybersecurity, which reflect the
diversity of views of domestic scientists on this problem. In particular, it emphasizes the importance of
defining clear mechanisms for legal regulation of cybersecurity, which allow for a prompt response to
new cyber threats and ensure the stability of state registries.

One of the important results of the study is the author’s definition of the category «right to
cybersecurity «. The article also examines the challenges that Ukraine faced in the context of Russian
aggression, in particular in the context of attacks on state registries. Cyberattacks that were directed at
critical information systems of the state were aimed at destabilizing government bodies and disrupting
access to important registries and databases, which creates risks for national security.

The article pays special attention to the need to protect the information of particularly vulnerable
categories of persons, in particular, military personnel, veterans, prisoners of war, and internally
displaced persons.

Key words: cybersecurity, national security, armed aggression, information and telecommunications
technologies, personal data, ensuring the protection of vulnerable categories of persons.

Ibomenko A.B. 3a0e3neuenns kidepOe3dmexku siK CKJIAJ0BOI HANiOHAJIBLHOI 0e3mMeKH: cydacHi
BHKJIMKH Ta MeXaHi3MH NPOTHJII 3arpo3am.

KiGepOesneka € HEBiJ’€EMHOIO CKJIaJIOBOIO HAIIOHATBHOI OE3MEeKH, 0COOJMBO B YMOBax CTPIMKOI
nudposizamii Ta 3pocTaHHs Kibep3arpo3. Huui, YkpaiHa CTHKA€TbCs 3 YHCICHHUMH BHUKIHKAMH,
30KpeMa, 3 KiOepaTakaMu Ha iH(QOpMAIliiHI CHUCTEMH Ta TEPCOHANbHI JaHi rpoMajsH. Taki aTtaku
HECYTh HETaTHUBHI HACIIJIKH, MPU3BOASYN J0 MOJITHYHOI JecTalii3amii, CKOHOMIYHUX BTPAT, @ TAKOK
MOPYIIEHHS MpaB MPUBAaTHUX 0ci0. B ymoBax rmobanizanii Ta inTerpamii {uGpoBUX TEXHOJOTIH 10 BCIX
CYCHIIBHOTO JXHUTTS, MUTaHHS KibepOe3nekn HaOyBae Ie O1IbIIN0T aKTYadbHOCTI, OCKIJIBKH JIepKaBa BCe
YacTillle CTUKAITHLCSA 3 Kidep3arpo3amu, 10 Ma€ HACTIKH JIJIs HAIlIOHABHOI OE3TEeKH.

AKTyalbHICTh JOCHTI/DKCHHs Ii€i mpoOJieMH 3yMOBJICHAa HEOOXITHICTIO PO3pOoOKH e(QEeKTUBHHX
MexaHi3MiB mpoTuaii Kkibep3arpo3am, yJIOCKOHAJEeHHs MPaBoBOI 0a3d, MOCHJICHHS MIXHAPOIHOI
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CIIBIpall, BIPOBA/DKCHHS CyYacHHX TEXHOJIOTiH KiOep3axucTy Ta WiABHINCHHS pIiBHA HUPPOBOL
0013HaHOCT] HaceJIeHHS. Y IIbOMY KOHTEKCTI OCOOJIMBO BaXKIIMBHM € aHaJi3 TEOPESTUIHHUX ITIIXOIIB J0
BU3HAYCHHS KiOepOe3MeKH, a TAKOXK JI0 CITiKEHHS JIETrallbHOTO BU3HAUCHHS I1€1 KaTeToPil B HAIliOHATBLHUX
MPABOBUX CHUCTEMaX.

Y crarti AOCHIDKYIOTBCS OCHOBHI TEOPETHUYHI MiJAXOAM JO BU3HAYCHHS KiOepOesmeku, sKi
BiZI0OpakaroTh pPI3HOMAHITHICTH MOIVIAMIB BITYM3HAHUX HAYKOBIIB Ha I0 TpolOiieMy. 30Kpema,
M IKPECITIOETHCS BaXKIIMBICTh BU3HAUCHHSI YITKUX MEXaHi3MIB IPAaBOBOTO PETYITIOBaHHs KibepOe3mekH,
SIKI IO3BOJISIFOTH ONEPATUBHO pearyBaTH Ha HOBI Kibep3arpo3u i 3a0e3MeyuTH cTabuIbHICTh JiSTBHOCTI
JeP)KaBHUX PEECTPIB.

OnHUM 3 BaXIUBUX PE3yNbTaTiB JOCHI[KEHHS € aBTOPChbKE BU3HAUCHHS KaTeropii «mpaBo Ha
KioepOe3neky». Takok y CTaTTi poO3DISIAIOTHCS BUKJIWKH, 3 SIKUMH CTHKajacs YKpaiHa B yMOBax
pociiichKkoi arpecii, 30KkpeMa y KOHTEKCTI aTak Ha JiepkaBHi peecTpu. Kibeparaku, 1o Oysiu cipssMOBaHi Ha
KpHUTHYHI iH(QOpMaIliiiHI CHCTeMH Jep>KaBH, MaJld Ha METI JiecTabii3allito opraHiB BIaJ Iy Ta HOPYIICHHS
JOCTYITY IO BaXJIMBUX PEECTPIB 1 0a3 NaHUX, IO CTBOPIOE PU3HMKH ISl HAI[IOHATLHOT OC3MEeKH.

OxkpeMy yBary B CTaTTi MIPUALICHO HEOOX1THOCTI 3aXUCTY 1H(OpMAIIiT 0COOTUBO Bpa3JIMBUX KaTETOPii
oci0, 30kpeMa, BiHCHKOBOCITYKOOBIIIB, BETEpPaHiB, IOJOHECHUX, BHYTPIIIHHO-TIEPEMIIIEHHX OCi0 .

KuawuoBi caoBa: kibepOesrneka, HallioHaidbHa Oe3neka, 30poifHa arpecis, iH(QOpPMAaIIHHO-
TeJIEKOMYHIKaIliifH1 TEXHOJIOTI1, MepCcoHalbHI J1aHi, 3a0e3eUeHHs 3aXUCTy BPa3JIUBHUX KaTeropii ocio.

Statement of the problem. The issue of cybersecurity is multifaceted and complex, since, in
addition to technical and technological aspects, it covers a wide range of legal, political, economic,
social, psychological and cultural dimensions. Each of these aspects has a significant impact on the
formation, development and evolution of both general and specific problems in the field of cybersecurity
. In particular, legal issues include ensuring the legal protection of information resources, regulating
access to personal data and mechanisms for their protection, as well as adapting national legislation to
the requirements of modern cyber threats.

The purpose of the scientific article is research into the doctrinal and practical aspects of the
category of cybersecurity as a component of national security in the face of modern challenges and
analysis of mechanisms for countering such threats.

The state of development of the problem. The mentioned problem has been given sufficient
attention in the scientific works of domestic scientists, among whom it is worth highlighting O. Baranov,
A. Bilyuga, G. Bondar, S. Globenko, V. Yemelyanov, O. Kret, O. Kundeus, S. Polyakova, O. Stepko,
P. Sumin, V. Furashev, V. Yashchuk and others.

Presentation of the main material. In the conditions of the rapid development of information
and telecommunication technologies, which have covered all spheres of public life and significantly
contribute to its simplification on the one hand. However, such changes also create new challenges
and risks for individuals, in particular in the field of public administration. Thus, the strengthening
of digitalization processes in the state, in particular the creation and functioning of state electronic
registers, on the one hand, ensures a more effective, fast and convenient implementation of the rights
and legitimate interests of individuals, but on the other hand, also generates a number of significant
risks. Among them, a special place is occupied by threats in the field of cybersecurity and protection
of data stored in registers, including personal data, which is becoming exceptionally relevant in the
conditions of Russian armed aggression and the growth of cyber threats.

In particular, O.A. Baranov considers it as a component of information security in the context of the
use of computer systems and telecommunication networks. Alternatively, it is the protection of critically
important interests of an individual, society and the state in the conditions of the use of these technologies,
aimed at minimizing damage from incomplete, untimely and unreliable use of information, negative
information impact, as well as unauthorized data distribution. In turn, V.M. Furashev characterizes
cybersecurity primarily as the ability of individuals, communities and governments to prevent and mitigate
negative consequences or manipulation of information, whether intentional or unintentional [3, p. 94].

At the legal level, the legislator also defined the category of cybersecurity as the protection of the
vital interests of a person and citizen, society and the state when using cyberspace, which ensures the
sustainable development of the information society and the digital communication environment, as well
as the timely detection, prevention and neutralization of real and potential threats to the national security
of Ukraine in cyberspace [4].
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At the same time, in our opinion, the above definition is quite broad and requires clarification for a
clearer understanding of the essence of this category. This definition focuses on general categories, such
as «protection of vital interests» of a person, society and the state, but does not focus on what rights and
interests can be violated, as well as how these violations can occur, in particular, it is not stated that we
are talking about the protection of information , personal data , information resources and information
and telecommunications systems . Without specifying these aspects, cybersecurity appears more as an
abstract concept of «security» than as a clearly defined legal category.

In a situation of ongoing armed aggression against Ukraine, the emphasis is on national security
in the context of cyber threats is quite justified and relevant. However, this approach does not fully
correspond to modern European and international trends, where cybersecurity is increasingly viewed
through the prism of human rights, in particular the right to privacy, protection of personal data and
informational self-determination.

Taking into account the above, it seems appropriate to supplement this law with the category of “right
to cybersecurity ” as the right of an individual, guaranteed by the state, to protect information about
him or her stored on electronic media and information and communication networks, the illegal access,
leakage, loss or transfer of which may lead to a violation of human rights and freedoms, primarily the
right to privacy, as well as a set of legal, organizational and technical measures aimed at preventing such
violations in peacetime and armed aggression.

From a practical point of view, the need to strengthen cybersecurity in Ukraine was emphasized
even before the full-scale invasion. Scientists emphasized the need to continue developing a national
model of cyber defense, using the best practices of NATO and EU countries. Given the impossibility
of completely eliminating cyber risks, it is important to focus on comprehensive measures: improving
legislation in accordance with modern challenges, international coordination of efforts, technology
exchange and financial support from partners. Since Ukraine has become one of the main targets for
cyber attacks, especially from Russia, it is critically necessary to invest in advanced cyber defense
technologies, strengthen the cyber resilience of critical infrastructure and develop new mechanisms to
counter modern threats [2, p. 515].

Strengthening cybersecurity in Ukraine has become extremely urgent in connection with Russian
armed aggression, as cyberspace has become another battlefield alongside traditional military
operations. The aggressor systematically carries out cyberattacks on Ukrainian critical infrastructure,
state institutions, the financial sector, and the media space with the aim of destabilizing, destroying data,
spreading disinformation, and influencing public opinion. The occupiers are actively using cyberattacks
as an element of hybrid warfare.

In this regard, it is worth mentioning the large-scale cyberattack in December 2024 on the state
registers of Ukraine, carried out by Russian hackers, which is another confirmation of the aggression
of the occupying state in cyberspace. As a result of the attack, the work of critically important state
infrastructure was temporarily suspended. Its main goal was to destabilize the country, create chaos and
undermine trust in state institutions. [5].

The above-mentioned cyberattack led to the shutdown of the state registers of the Ministry of Justice,
which are the basis for legal and notarial transactions. The work of such critically important registers as
the State Register of Civil Status Acts of Citizens, the Unified State Register of Legal Entities, Individual
Entrepreneurs and Public Organizations, the State Register of Real Rights to Real Estate and many others
was disrupted. Problems also affected the «Diyay service, although there was no direct data leak from it.

Despite official assurances that there was no data leak, Russian hackers claimed to have stolen and
deleted over 1 billion rows of data, including data stored in Poland. Even if these claims are exaggerated,
the fact of the intrusion into the system itself calls into question the security of the data stored in the
registries.

It is worth noting that this is not the first large-scale cyberattack: a similar one occurred a week
before the full-scale invasion in 2022, when hackers attacked government websites and the «Diya»
system, which indicates a systemic cyberwar that the aggressor state is waging against Ukraine.

In this context, given the large-scale cyberattacks on state registers of Ukraine, the justification of the
critical importance of ensuring stability and a high level of data security in state information systems,
one of the main aspects of which is the development of special approaches to protecting, in particular,
the personal data of individuals, including vulnerable categories, such as military personnel, prisoners
of war, internally displaced persons, etc.
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Particular attention should be paid to registries containing data on vulnerable categories of the
population, such as military personnel and veterans. For example, the “Reserve+” and “E-Veteran”
systems store confidential information on individuals who have participated in combat operations or
are in the reserve. Therefore, the leakage of this information from the above systems can have serious
consequences for both individuals and national security.

The next cyberattack in 2025 caused a number of serious problems in the functioning of the judicial
system. As a result of the attack, the registration of procedural documents received by the courts of
cassation was suspended, which made it difficult to submit documents electronically. In addition, the
automated distribution of cassation appeals to judges became impossible, which significantly slowed
down the process of considering cases and created additional difficulties for the participants in the trial.
Another serious problem was the malfunction of the court’s document management program, which
made it impossible to properly maintain court documents and process them. In addition, the ESITS
«electronic court» subsystem, in particular, the videoconferencing system , which is usually used for
conducting remote court sessions, especially in criminal and administrative cases, stopped working. The
final consequence of the cyberattack was the inability to enter court decisions into the Unified Register
of Court Decisions, which made it difficult to access information on decisions made [6].

The consequences of these attacks emphasized the urgent need to strengthen the cyber defense of
public institutions, and the corresponding legislative response was the adoption of the National Plan for
Response to Cyber Incidents, Cyber Attacks, and Cyber Threats, which defined general procedures and
mechanisms for responding to cyber threats at the state level.

The main objective of this Plan is to ensure effective coordination and interaction between all entities
of the national system of response to cyber incidents , cyber attacks and cyber threats, as well as between
entities providing cybersecurity. These entities include state authorities, local governments, critical
infrastructure operators, owners and managers of critical information infrastructure facilities and other
organizations involved in ensuring cybersecurity in accordance with the legislation.

Within the framework of this plan, special attention is paid to defining clear roles of each entity
within the framework of the functioning of the national response system. This includes both legal and
organizational and technical measures aimed at ensuring the rapid detection, identification and analysis
of cyber incidents and cyber attacks. Prompt information about such threats is one of the key elements
that allows reducing their impact and maintaining the stability of the national cyber infrastructure.

The national response system is defined as a set of legal, organizational and technical measures,
including the identification of cyber threats, analysis of detected incidents and their consequences,
as well as taking necessary measures to minimize these consequences, including eliminating
vulnerabilities in information systems and restoring their stable and reliable functioning after cyber
attacks or cyber incidents. Such a system allows the state and other cybersecurity entities respond
promptly to emerging threats, while ensuring the integrity and security of critical information
resources and infrastructures.

In addition, an important aspect is the functioning of a national system for exchanging information
on cyber incidents, cyber attacks and cyber threats, which allows for interaction between various
cybersecurity actors at the national level and timely exchange of important information to increase the
effectiveness of response and prevention of new cyber threats. Such integration of information flows
between different bodies and institutions helps to create a single, coherent system capable of quickly and
effectively responding to complex cyber incidents in a rapidly changing cyberspace [7].

Conclusions. Therefore, cybersecurity not only ensures the stability of the functioning of information
systems, but also acts as an important element of national security, since cyber threats can have strategic
consequences for the economic, political, and social stability of the state.

In the event of armed aggression, when cyberattacks are part of a complex aggression, it is important
to have clear and effective mechanisms to counter such digital threats. Such mechanisms should include
several key components:

Firstly, the regulatory component, which provides for a timely legislative response to the public
need to ensure cyber protection. This includes the adoption and adaptation of relevant regulatory legal
acts that regulate cybersecurity issues at all levels, ranging from general provisions to specialized laws
and by-laws that meet the requirements of the rapidly changing technological situation. Legislative
initiatives must be timely in order to promptly respond to new threats and technological challenges in
cyberspace, thereby ensuring legal protection for both the state and citizens.
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Secondly, the technical component, which includes the availability of appropriate technical capabilities
to prevent, detect and protect against cyber threats. This includes the development, implementation and
continuous improvement of cyber protection systems, in particular, encryption technologies, monitoring
and response systems for cyber incidents, as well as the creation and maintenance of technical
infrastructures to ensure the protection of critical information resources.

Third, human resource capacity, especially within public authorities, is critical for the successful
implementation of a cyber defense strategy. Training qualified personnel capable of effectively
responding to cyber threats.
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