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Tuz O.S., Basalyk S.A. Specifics of using API/PNR as an instrument of operational and
investigative activities.

The article provides a comprehensive analysis of the use of Advance Passenger Information (API)
and Passenger Name Record (PNR) systems as significant instruments in the field of operational and
investigative activities. The article highlights the historical development and legal framework governing
the implementation of these systems, with a particular focus on international standards introduced by the
United Nations Security Council, the International Civil Aviation Organization (ICAQO), the European
Union, the International Air Transport Association (IATA), and the World Customs Organization (WCO).
The study examines in detail the practical experience of implementing API/PNR in the United States,
Canada, Australia, and the European Union, underlining their crucial role in countering terrorism,
illegal migration, human trafficking, drug smuggling, and other forms of transnational organized crime.
API enables the transmission of identification data about passengers prior to their arrival, while PNR
provides a wide range of additional information, including booking records, travel itineraries, personal
data, and payment methods. The integration of API and PNR data therefore creates a powerful tool for
risk assessment, detection of suspicious individuals, identification of criminal networks, and well-timed
intervention by law enforcement agencies. The article also explores challenges associated with AP/
PNR implementation, such as the variable quality of data, technical interoperability issues between
different systems, and the risks of human rights violating, particularly the right to privacy and data
protection. Special emphasis is placed on the relevance of these systems for Ukraine, which is currently
in the process of developing its own legal and institutional framework for API/PNR. The author argues
that establishing a unified national API/PNR system in compliance with international standards will
strengthen Ukraine’s national security, improve border control, and foster deeper integration into global
security and data exchange mechanisms.

Key words: API, PNR, operational and investigative activity, border control, international security,
data protection.

Ty3 O.C., bacaimuk C.A. Cneuudika 3acrocyBanusi API/PNR sk iHCTpyMeHTY omepaTHuBHO-
PO3IIYKOBOI JislILHOCTI.

VY crarTi 31ifiCHEHO KOMITJIEKCHHME aHami3 3actocyBaHHs cucteM Advance Passenger Information
(API) Ta Passenger Name Record (PNR) sk BaxXJIuWBHX IHCTPYMEHTIB y cdepi omnepaTHBHO-
PO3IIYKOBOi HisUTBHOCTi. BHCBiTIEHO OCHOBHI eTanmu (OpMyBaHHS HOPMAaTHBHO-IIPABOBUX 3acanx iX
(GYHKITIOHYBaHH:, 30KpeMa BUMOTH MikHapoqHux opranizamiit (Pagu besnexku OOH, ICAO, €C, IATA,
BMO), siki BU3HAUMIN CTAHAAPTH OOMIHY JaHMUMH ITaCaKUPIB MIX aBiallepeBi3HUKAMH Ta JEP>KaBHUMU
opranamu. [IpoanamizoBano mpaktuky BrpoBamkeHHs API/PNR y CHIA, Kanmaxmi, ABcrpanii Ta
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kpaiHax €Bpomneiicbkoro Coro3y, MAKPEeCcIeHO X 3HaYeHHS 111 O0pOTEOU 3 TEPOPU3MOM, HEJIeTAIBHOKO
MITpali€ro, TOPTiBIeo JTIOIbMHU, HAPKOTPAPiKOM Ta IHINUMH (OPMaMH TPaHCHAIIOHATBHOT 3JIOYMHHOCTI.
[Tokazano, mo API 3abe3neduye MOXIHBICTh IMONEPEAHHOTO OTPUMAHHS 1NCHTH(IKAMIHHUX JTaHUX
MmacaxupiB e 10 npuOyTTs peiicy, a PNR BkiIfouae mupokuii CriekTp BiJioMOcTel Mpo OpOHIOBaHHS,
MaplipyTH, KOHTaKTHI JaHi Ta crmocoOu omnatd. Came MoeqHaHHS IUX iHQOpMaIiiHUX MacHUBIB
CTBOPIOE YMOBH I €(DEKTUBHOTO aHAII3y PU3WKIB, 1MEHTH(IKAIIT MA03pIHX 0Ci0 Ta CBOEYACHOTO
pearyBaHHS TPaBOOXOPOHHUX opraHiB. OkpeMy yBary NpuIiJeHO aHalli3y MpobiieM, 10 BUHUKAIOTh PU
BukopuctanHi API/PNR: HU3bKa SIKiCTh JaHUX, CKIIQIHICTh TEXHIYHOT CYMICHOCTI Pi3HUX CUCTEM, PU3UKHU
MOPYIIEHHS MPaB JIFJUHUA Ta HEOOXIHICTh JOTPUMAaHHS BHCOKHX CTAaHIApTIB 3aXHCTY MEepCOHAIBHOT
iHpopmartii. B koHTeKCcTI YKpaiHH OKpECIIeHO 3aBIaHHS 100 CTBOPCHHS HaIliOHAIILHOI CHCTeMH 300py
i anamizy API/PNR, sika 6 BizmoBiana Mi>kHapOAHUM BUMOTaM Ta J03BOJIsUIA €(DeKTUBHO IHTETPYBAaTHCS
y mIobaibHI MeXaHi3Mu 0OMiHy naHumu. [liIKpecieHo, M0 TaKWH KPOK CHPHUSATHME IiJBUINCHHIO
PiBHS HaIlOHAIBHOI OE3MEKH, PO3BUTKY MI>KHAPOIHOTO CHiBpOOITHUIITBA Ta 3a0€3MCUECHHIO HAIHHOTO
MPUKOPIOHHOTO KOHTPOITIO.

Kuarwuosi caoa: API, PNR, omneparuBHO-po3myKoBa MisUTbHICTh, NPUKOPIOHHUNA KOHTPOIb,
MIKHapOJHa 0e3MeKa, 3aXUCT NEPCOHAIBHUX JTaHUX.

Problem statement. The growth of population mobility and cross-border transportation, as well as
the escalation of terrorist threats, necessitate the implementation of modern information systems for
controlling the movement of persons. Among such systems, API/PNR, which have proven effective in
combating crime in many countries of the world, holds a key place [1; 2].

Analysis of recent research and publications. The API/PNR issue has been reflected in the works
of foreign scholars, including N. Vavoula, M. Tzanou, R. Bellanova, as well as in reports of the Europe-
an Commission and studies of ICAO, IATA and WCO [3; 4; 5]. In Ukraine, the issues of legal regulation
of API/PNR are at the stage of formation and are mostly considered in the context of integration into EU
standards and strengthening border security.

Purpose of the study. Comprehensive study of the specifics of the use of API/PNR as a tool of op-
erational and investigative activities; analysis of international experience, international legal acts in the
field of API/PNR, determination of the prospects for implementation in Ukraine; study of the practice
of using API/PNR in other countries; outline of the problems and risks of implementing API/PNR in
Ukraine.

Presentation of the main material. In today’s conditions, effective management of migration pro-
cesses and ensuring the security of international transportation are of particular importance. Air trans-
port, being the fastest and one of the most widespread means of transportation between states, at the
same time represents increased vulnerability in terms of cross-border crime and terrorist attacks. That is
why information systems for preliminary screening of passengers are increasingly being implemented in
world practice, among which API (Advance Passenger Information) and PNR (Passenger Name Record)
play a key role.

API involves the transfer of data contained in passengers’ travel documents by airlines to border and
law enforcement agencies before the flight arrives. PNR is a set of information about ticket reservations,
travel itinerary, contact details and additional services that a passenger orders when purchasing a ticket.
The combination of these two systems allows states to conduct preliminary risk analysis, identify suspi-
cious persons, combat illegal migration, human trafficking and drug trafficking and terrorist financing.

The relevance of API/PNR research is due to several factors. First, international organizations, in
particular the International Civil Aviation Organization (ICAO) and the UN Security Council, require
member states to develop national systems for collecting and processing passenger data. In particular,
UN Security Council Resolution 2396 (2017) directly obliges states to use API/PNR information in the
fight against foreign terrorist fighters. Second, the European Union adopted Directive (EU) 2016/681,
which obliges airlines to provide PNR data to competent authorities for the analysis of security threats.
Third, in the practice of leading states (USA, Canada, Australia, Great Britain), API/PNR have become
an integral element of the national and regional security system [6].

The purpose of this article is a comprehensive study of the specifics of the application of API/PNR
systems and a generalization of international experience in their use to ensure aviation and national
security.
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To achieve the goal, the following tasks have been defined: 1) To analyze the regulatory and legal
framework for the functioning of API/PNR at the international level; 2) To reveal the features of the
practical application of API and PNR in leading countries of the world; 3) To identify key problems in
the implementation of the API/PNR system (personal data protection, standardization, technical com-
patibility); 4) To assess the status of API/PNR implementation in Ukraine and development prospects in
the context of European integration.

The object of the study is the systems for collecting and using API/PNR data in the field of interna-
tional air transportation, and the subject is the legal, organizational, and practical aspects of their appli-
cation in the context of ensuring the security of states and international aviation.

The scientific novelty of the article lies in the attempt to combine the analysis of international ex-
perience and the regulatory framework with the practical challenges facing Ukraine in the process of
integration into the European aviation safety system.

The practical significance of the results obtained lies in the possibility of using the developments to
improve national legislation, train specialists in the field of aviation and border security, as well as in
increasing the effectiveness of international cooperation between Ukraine and the EU and other states in
the field of countering terrorism and cross-border crime.

The main international imperatives for the collection and processing of passenger data are enshrined
in UN documents and international aviation organizations. UNSCR 2396 (2017) explicitly calls on
States to use API/PNR as an element in the fight against foreign terrorist fighters and strengthens the
requirements for data exchange and integration of watch lists. In parallel, ICAO is working on the uni-
fication of concepts and technical approaches to API/PNR, and regional initiatives (in particular EU
directives and regulations) define legal safeguards and control mechanisms.

International technical standards and recommendations for the format, content and transmission of
API/PNR have been developed and disseminated by organizations such as IATA and WCO. IATA has
published detailed “Guidelines” and an API/PNR toolkit that serve as a practical standard for airlines
and booking agents. These standards cover the message format (e.g. PAXLST/PAXLST symbology),
business processes for data transmission and recommendations for information security at the transport
layer [7, 8].

National implementation models (state practice). In the practice of leading states, different but re-
lated models have been formed: the USA (APIS / eAPIS, Secure Flight, CBP - emphasis on pre-target
sorting and immigration control), Canada (CBSA API / PNR - integrated targeting and interactive task
program), the EU (regulation of PNR Directive 2016/681; current initiatives for total integration of API
with EU regulations), the UK and Australia - each has its own transfer and storage procedures, but they
share the desire to combine preliminary risk identification with operational interaction of law enforce-
ment agencies. Practical reviews and government reports show that the success of the system depends
on integration with local databases, high-quality targeting and cooperation with the aviation industry
[12; 13; 14].

The scientific and analytical literature highlights the constant tension between the effectiveness of
API/PNR for ensuring security and the risks to privacy, personal data protection and legal protection
procedures (data retention, third-party access, automatic “rule-based” sorting algorithms). European
court cases and analyses have shown the need for clear guarantees, data minimization and transparent
control procedures. The authors also talk about the problem of “extraterritoriality” of data access (trans-
fers between jurisdictions) and the difficulty of harmonizing different protection standards in the US,
the EU and other regions.

Challenges include standardizing formats (to reduce the burden on airlines), ensuring the cyber-
security of the transmitted data, ensuring the quality and completeness of PNR (PNR often contains
non-standardized free text fields), and developing methods for the legal and ethical use of machine
learning/Al for targeting. New initiatives (including EU efforts on API regulation and projects to gener-
ate synthetic PNR datasets for research) aim to mitigate these issues [15; 17].

Literature and official documents demonstrate that API/PNR is already an established international
security tool with developed technical standards and significant practice of use. At the same time, issues
of compatibility of legal regimes, guarantees of privacy and transparency of data processing remain key
for the reversible legitimization of such systems in democratic states. For Ukraine, it is important to
simultaneously resolve technical compatibility with European mechanisms and ensure reliable legal and
institutional guarantees of data protection.
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API and PNR systems are considered in modern international practice as key tools for ensuring avi-
ation and national security. Their importance is especially growing in the context of increased interna-
tional crime and terrorist threats, when the preventive nature of information allows for proactive action.
According to UN Security Council Resolution 2396 (2017), states are obliged to create appropriate
conditions for the collection, analysis and use of API/PNR data to counter terrorist threats [2]. In the
European Union, similar requirements are enshrined in Directive (EU) 2016/681 [1], which establishes
the procedure for the use of PNR information for the prevention, detection and investigation of terrorist
and serious criminal offences.

API provides basic identification data (name, date of birth, passport number, citizenship, flight, date
and time of arrival), which allows to verify the identity even before the actual arrival of the plane. PNR,
in turn, contains extended information about the booking: travel route, contact details, companions,
payment methods, baggage, and changes in booking. For operational and investigative activities, such a
combination creates the basis for preliminary targeting and identification of risky passengers; building
connections and network structures (co-travel, frequent-co-booking); reconciliation with national and
international databases (wanted lists, sanction lists, stolen document databases); verification of opera-
tional information received from other sources (agent, technical, financial).

Thus, API/PNR functions as a multi-layered tool for initial verification and confirmation of available
operational data.

Operational model of application in operational and investigative activities. The process of using
API/PNR in the practice of operational units includes the following stages: 1) Data receipt - structured
API fields and unstructured PNR records from airlines; 2) Normalization and cleaning - bringing data to
a unified format, eliminating duplicates, selecting relevant fields; 3) Automatic sorting - applying risk
scoring algorithms (rule-based, ML); 4) Analytical work - checking and interpreting results by an op-
erative, reconciliation with other databases; 5) Response - organizing operational measures: additional
examination, temporary detention, arrest.

The success of this process depends on the technical compatibility of data transmission channels, the
quality of the entered PNR records, as well as the availability of interdepartmental cooperation protocols
(MoU).

The use of API/PNR in ORD involves a balance between efficiency and respect for human rights.

Basic requirements: legal basis for data collection and processing (national legislation, international
treaties); proportionality and minimization of the amount of information used; data storage periods with
subsequent anonymization; access control and audit; protection of personal data in accordance with the
principles of the GDPR in the EU [9].

The Court of Justice of the European Union in case C-817/19 emphasized that the processing of PNR
data must be carried out within the framework of clearly defined legal guarantees [10]. Data quality:
PNR records may be incomplete or contain errors. 2. Format incompatibility: different GDS systems
(Amadeus, Sabre, and Galileo) generate PNRs differently. 3. Cybersecurity: large amounts of personal
data are an attractive target for attackers. 4. Algorithmic risks: automated systems risk creating “false
positives” and biased decisions [17; 18].

Conclusions. In conclusion, it can be stated that API/PNR have become an integral element of op-
erational and investigative activities in the aviation sector. Their effectiveness lies in the possibility of
preventive response, testing hypotheses and identifying network connections of criminals. At the same
time, their application requires strict legal guarantees, technical compatibility and independent super-
vision. The implementation of API/PNR systems in Ukraine is an important step towards strengthening
national security and integration into the European space. However, a number of problems, including
imperfect legislation, high financial costs and technical challenges, accompanies this process. Signifi-
cant risks are associated with the protection of personal data and possible cyber threats, which requires
comprehensive solutions in the field of information security. It is important to ensure a balance between
the state’s needs for control and compliance with citizens’ rights to privacy. Therefore, the success of
the implementation will depend on effective coordination of state bodies, proper legal regulation and
compliance with international standards.

Further research will be aimed at improving data quality, developing transparent risk assessment
algorithms, and improving international cooperation in information exchange.
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