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KpaiHax cBiTy.

VY cydacHuX yMoBax IU(PPOBOI TpaHchopMaIlii eJIeKTPOHHI JOKA3H BIIIrparOTh HAJI3BUYAHHO BaXKIUBY
POIb Y KpUMIHAIILHOMY Tpolieci. PO3BUTOK 1HPOPMAIIHHUX TEXHOJOT1H Ta MOMUPEHHS IU(PPOBUX KOMYHI-
Kallil 3HAYHO 3MIHWIIM MIPUPOAY JOKAa3iB, IO MOXKYTh OyTH BHKOPUCTaHI B CYIOBOMY Ipolieci. EnekrporHi
JIOKa3¥ OXOIUTFOIOTH IMUPOKUI CIIEKTp IUQpOoBOi iH(popMarii, cepe SKUX: eNeKTPOHHI JTUCTH, JaHi 3 MO-
OUTEHUX TIPUCTPOTB, KOMIT FOTEPHI (hailiiv, BiIe03aINnCH, 3aITUCH 3 KaMep CIIOCTePEKEHHS, JaHi 3 COIlIaIbHUX
Mepex Ta iHII GopMu enekTpoHHOI iH(opMartii. 1i 10ka3u € BaXIUBUMH SIK JUIS BCTAHOBIICHHS (DaKkTiB
3JI0YHMHY, TaK 1 JJIsl BA3HAYCHHS Cy0’ €KTa, 00CTaBHUH Ta HACIIJIKIB KPUMIHAJILHOTO TPABOMIOPYIICHHSI.

VY crarTi 371iCHEHO BCeOIUHMI aHalli3 MOHATTS €JIEKTPOHHUX JI0Ka3iB, iX kiacudikamii Ta ocodnu-
BOCTEH MPaBOBOTO PEryJIIOBaHHS B PI3HUX KpaiHax cBiTy. OcoOMMBY yBary mpuaIiIeHO TaKHUM KpaiHam,
sk CIIA, BenukoOpuranisi, Kanana, Asctpadnis, Himeuunna ta SInoHis. 3po0iieHO MOPIBHSUIBHUI aHa-
JIi3 TIPaBOBUX HOPM, IO PETYIIOIOTH BUKOPUCTAHHS SIEKTPOHHUX JAO0Ka3iB y IUX KpaiHax, 10 J03BOJISIE
PO3MISIHYTH Pi3HI MiIX0AH 10 300Dy, 30epeKeHHSs, ayTeHTU (KAl Ta BAKOPUCTAHHS UPPOBUX JOKA31B.
VY KOXHIH 3 pO3MITHYTHX KpaiH iCHYIOTh CBOi crienu(idHi BUMOTH Ta MPOIEAYPH, IO CTOCYIOThCS €JICK-
TPOHHUX JIOKA31B, OJTHAK CIIOCTEPIraeThCsl CIIbHA TEHICHIIS — HEOOX1IHICTh 3a0e3TeUeHHsI TOCTOBIp-
HOCTI Ta ayTEHTUYHOCTI aHUX.

B pamxax mociimKeHHs pO3IISIaloThCsl OCHOBHI MPOOIeMH, TIOB’ 13aH] 3 BHKOPUCTAHHIM EICKTPO-
HHUX JTOKa3iB, Taki K 3a0e3MeUeHHs IX MPOIeCyaTbHOi JOIMYCTUMOCTI, 3aXHUCT MPaB JIOAWHMU i Jac
300py Ta BUKOPHUCTAaHHS JaHUX, a TAKOXK MUTaHHS KOH(DiAeHIiHHOCTI Ta Oe3neku iHpopmarlii. 30kpema,
AHAJI3YIOThCS MUTAHHS ayTeHTHU(DIKAIIl eIEKTPOHHUX JIOKAa3iB, a TAKOX 1X BIIIMOBIIHICTh MPOIECyaib-
HUM BAMOTaM, IO BCTAHOBJICHI HAalliOHATHHIMHE Ta MDKHAPOTHHUMH HOPMaMHU.

VY crarTi JAeTanibHO aHATI3YIOThCS 3aKOHOMABYI ITIAXOIU JIO CJICKTPOHHHUX JIOKA3iB y PI3HUX IOpHUC-
mukiiax. Y CIIA BaxnuBor € cucremMa denepanbaux npasun nokasdiB (Federal Rules of Evidence),
10 BU3HAYAIOTH MPOIETYPY BCTAHOBJICHHS TOCTOBIPHOCTI IMU(POBUX NaHUX, TOAl 5K y Bemukiit bpu-
TaHii 3acTocoByeThes Criminal Justice Act 2003, KUl peryJroe JTOMYCK eJIEKTPOHHHUX TOKa3iB 10 CYIY.
3akononaBcTBo Kananu, 3okpema PIPEDA ta KpuminaneHuii kogekc KaHanu, BCTaHOBIIOIOTE CYBOPi
BHMOTH MIOAO 300py Ta 0OpOoOKHM eNeKTPOHHUX Moka3iB. B ABcrpamii BaxxiumBumu € HOpMmu Electronic
Transactions Act 1999, mo perymao0Th eIeKTPOHHI TOKYMEHTH Ta IX BUKOPUCTAHHS B CYIOBOMY IIpOIIe-
ci. Y HimeuunHi BaxxnuBoro € Strafprozessordnung (KpuminanbHO-nporiecyaabHUN KOJCKC), IKHH BCTa-
HOBIIIOE MPaBWJIa MO0 EIEKTPOHHUX JI0Ka3iB, a B SIMOHIT 3HAYHY POJIb BiIIrpalOTh 3aKOHHU, ITOB’s13aHi 3
KOH(1ICHIIIHHICTIO Ta 0e3MeKor0 1H(POpMAaIIil B eJIEKTPOHHOMY CEpEIOBHIIL.

Takox B CTaTTi BUCBITICHO MPOOJIEMH MI>KHAPOJIHOTO CIMIBPOOITHHUIITBA Ta rapMOHi3allii MpaBOBUX
HOPM MiX JIep:KaBaMHM, 30KpeMa B YacTHHI 0OMiHY €IEeKTPOHHHMH JOKa3aMH Ta iX B3a€MHOTO BU3HAHHS
B MEXaX MiKHApPOAHHX IPaBOBHX HOpM. [lopymryroTecs muTaHHs 30epekeHHs O0anaHCy MiXK 3abesre-
YeHHSM Oe3MeKH Ta KOH(IAeHIIHHOCTI iHopMarllii Ta mpaBamMu 0Ci0, IKMX CTOCYIOThCS TaKi JTOKa3H.

3anpornoHOBaHO PEKOMEHIAMI{ MO0 BJOCKOHAJICHHS HOPMaTHUBHO-TIPABOBOI 0a3W, amanTarii Haii-
OHAJILHOTO 3aKOHOJABCTBA JI0 BUKJIMKIB IU(POBOT €MOXH, MiABUIICHHS €()EKTUBHOCTI MIXXHAPOIHOTO
CIIBpOOITHUIITBA B Ii¥ rajly3i Ta CTBOPEHHS yHIBEpCaIbHUX CTAHIAPTIB Il 300py Ta aHAIi3y €IeKTPO-
HHUX JOKa3iB.
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Petryk V.V. The concept and classification of electronic evidence in criminal proceedings in
different countries of the world.

In the context of digital transformation, electronic evidence plays an extraordinarily important role
in criminal proceedings. The development of information technologies and the widespread use of digital
communications have significantly altered the nature of evidence that can be used in legal proceedings.
Electronic evidence encompasses a wide range of digital information, including emails, mobile device
data, computer files, video recordings, surveillance camera footage, social media data, and other forms
of electronic information. These pieces of evidence are crucial for establishing facts of a crime, as well
as identifying the subject, circumstances, and consequences of a criminal offense.

This article provides a comprehensive analysis of the concept of electronic evidence, its classification,
and the peculiarities of legal regulation in various countries around the world. Special attention is given
to countries such as the United States, the United Kingdom, Canada, Australia, Germany, and Japan.
A comparative analysis of legal norms regulating the use of electronic evidence in these countries
is conducted, allowing for an examination of different approaches to the collection, preservation,
authentication, and use of digital evidence. Each of the countries analyzed has its own specific
requirements and procedures related to electronic evidence, but a common trend is observed—the need
to ensure the reliability and authenticity of data.

The study addresses key issues related to the use of electronic evidence, such as ensuring its
procedural admissibility, protecting human rights during the collection and use of data, and addressing
issues of confidentiality and data security. Specifically, the article analyzes the authentication of
electronic evidence, as well as its compliance with procedural requirements established by national and
international norms.

The article also provides a detailed examination of legislative approaches to electronic evidence in
different jurisdictions. In the United States, the Federal Rules of Evidence play a key role in defining
procedures for establishing the credibility of digital data, while in the United Kingdom, the Criminal
Justice Act 2003 regulates the admissibility of electronic evidence in court. Canadian legislation,
including PIPEDA and the Criminal Code of Canada, establishes strict requirements for the collection
and processing of electronic evidence. In Australia, important provisions are contained in the Electronic
Transactions Act 1999, which regulates the use of electronic documents in legal proceedings. In
Germany, the Strafprozessordnung (Code of Criminal Procedure) provides rules for electronic evidence,
while in Japan, laws related to confidentiality and information security in the digital environment play
a significant role.

The article also highlights issues related to international cooperation and the harmonization of legal
norms between countries, particularly in terms of exchanging electronic evidence and recognizing
its validity within international legal frameworks. The balance between ensuring the security and
confidentiality of information and the rights of individuals affected by such evidence is also discussed.

Recommendations are made for improving the legal framework, adapting national legislation to the
challenges of the digital age, enhancing the effectiveness of international cooperation in this field, and
creating universal standards for the collection and analysis of electronic evidence.

Key words: electronic evidence, criminal proceedings, digital evidence, legal regulation,
authentication, admissibility of evidence, international experience.

IHocranoBka npodaemu. Po3BUTOK nUGPOBUX TEXHOJOTiNH 3yMOBUB 3MiHY HiJXOAIB IO AOKa-
3yBaHHA B KpUMiHaJbHOMY npoueci. TpanuniiiHi Joka3u MOCTYyHAlOTHCS MiCleM €IeKTPOHHUM, IO
BUMAarae po3poOKM UiTKUX 3aKOHOAABUYMX MEXaHiI3MiB iX 300py, 00poOku Ta BukopuctanHsa. OnHie0
3 KJIIOYOBHUX NMPOOJIEM € BU3HAUCHHS MPOLECyaTbHUX BUMOT 0 €IEKTPOHHUX JO0KAa3iB, IKi MAIOTh 3a-
Oe3meunTH iXHIO JOMYCTUMICTB Yy cyai. KpiM Toro, Heo6XiaHO BperyaoBaTH MUTAHHS MiIXKHAPOAHOT
cmiBmpani y chepi nuppoBoi KpUMiHATICTUKH, [0 OCOOIHUBO aKTyaJbHO y 3B A3KY 3 IIobanizamieio
3JI0YUHHOCTI.

MeTo10 cTaTTi € JAOCIIUKEHHS MOHATTA, Kiacudikamii Ta 0coOIMBOCTEH MPaBOBOTO PEryIIOBaHHS
CIEKTPOHHUX J0KA3iB y KPUMiHAJIBLHOMY NPOIIEC] Pi3HUX KpaiH CBITY, @ TAKOXX aHaNi3 KIIOUOBUX BUKIIH-
KiB, OB’ SI3aHUX 13 IX BUKOPUCTAHHSIM.

325



Cepis [IPABO. Bunyck 90: yactuna 4

CtaH onpanioBaHHs npodaemaTuku. [IpodieMaTrKa eJIEeKTPOHHUX JOKA3iB aKTHBHO JOCIIIKYETh-
sl IK 'y MKHApOIHIHN, Tak 1 y BITYU3HSHIN HayKoBii niteparypi. Hanpuknazn, y CIIA 3HauHMiI BHECOK
y po3p0o0Ky MPaBOBHX CTAHIAPTIB 3p00JICHO B Mekax JociimkeHb moao Federal Rules of Evidence [1,
c. 45]. YV €pponeiicbkomy Co1031 MpaBOBi aCMEKTH €JIEKTPOHHUX JI0Ka3iB peryiiooThcsi KoHBeHIi€wo
npo kidep3aounnnicts Pagu €sponu 2001 poky [2, c. 78]. B Ykpaini npobiemaTuka eaeKTpOHHUX
nokasiB pociimkysanacs B npausax O.B. Kocrenka ta B.B. Uybap [3, c. 96].

Buxaan ocHoBHoro martepiasy. Exexrponni qokasu — ue Oyab-sika iHpopMalis, 1110 CTBOpeHa, 30e-
pexeHa, abo mepeana B €NEKTPOHHIA (OpMi, sTka Ma€ IOPUINYHE 3HAUCHHS [Tl TOKa3yBaHHS (aKTiB y
KpUMiHaJbHOMY Ipolieci. BOHM MOXYTb BKIIOYATH TEKCTOB1 JOKYMEHTH, €IEKTPOHHI JUCTH, 300paeH-
Hs, ayaio— Ta Bijeo3amucH, AaHi 3 MOOIIBHUX TenedOHIB, KOMII IOTEPiB, COIIAIbHUX MEPEX, a TaAKOK
iHmi nudpoBi Marepianu, Mo 30epiraroTbes y BUriAni ¢gainis yum 3anucis [1, c. 23].

EnexTpoHH1 J0Ka3M CTalu BaXKJIMBUM €JIEMEHTOM y KpUMiHaJbHHUX CIpaBax, 0COOIMBO y cripaBax, MoB -
3aHUX 13 KiOep3/l0YMHAMH, MIaXpaiiCTBOM, KOPYILIEO, Ta 1HIIUMH MPABONOPYILICHHSAMH, 10 BHKOPUCTO-
BYIOTh TE€XHOJIOTIT U(POBUX KOMYHIKaIliii. BOHM 3Ha4HO 3MIHIOIOTH TPAAMIIHHUN TiAXiT 10 30MpaHHS 1
MePEBIPKU J10Ka3iB, OCKUIBKU MICTATh 00 €KTUBHY iH(pOpMaLito, sika MOXke OyTH Jierko MoaudikoBana abo
3HUIIEHA 32 JJOTIOMOTO0 TEXHOJIOT1H, 1110 CTABUTB IT1J] CyMHIB IXHIO JIOCTOBIPHICTh. TOMY €JI€KTPOHHI I0OKa31
noTpeOyroTh 0COOIMBHUX METOMIB 300Dy, 30epiraHHs Ta NepeBipKH iX aBTEeHTHUYHOCTI [2, c. 45].

Ichye kinpka migxonaiB 1o kiacugikamii eJeKTPOHHUX JOKa3iB, cepell IKUX BUIIIAIOTHCS TaKi KaTero-
pii: 3a JKepesoM MOXOKeHHS, 32 CIIOCO0OM OTPUMAaHHS, 33 XapaKTepUCTUKaMH 1H(popMallii.

3a 1KkepesioM MOXOHKeHHS MOAIIAITh Ha:

1. ani 3 komn’oTepaux cucrem: o 1iei kareropii BigHOCATbCS (aiiau, mo 30epiraloTbes Ha
KOPCTKUX JAUCKaX, CEPBEPHUX CXOBHUIIAX, KOMII IOTEPHUX MEpekax Ta pe3epBHUX HOCISAX (HAmpHUKIa,
(hrem-HakonuyyBayi, ONTHYHI JUCKH). Lle MOXKYTh OyTH NOKyMeHTH, 0a3u naHux, Tabnuui, rpadiku, a
TaKoXX MpOTpaMHe 3a0e3MedeHHs, SKe MICTUTh iH(popMalio npo Aii KopucTyBadiB, mporpamMmHi 30601 4u
1HII1 JeTali, 1o MOXYTh OyTH KOPUCHI aJis ciiactsa [3, c. 76].

2. Jlani3 M00GiJIbHUX NPUCTPOIB: MOOiIbHI TeNehOHU € BAXKIMBUM JXKEPEIOM HU(PPOBUX JOKA31B
y KpUMiHAJbHUX clipaBax. BOHM MOXYTh MICTUTH TEKCTOBi MMOB1IOMJIEHHS, €IEKTPOHHI JIUCTH, 3aIUCH
J3BiHKIB, MiCII€3HAaXO/KeHHS (reoiokailito), pororpadii, Bineozanucu ta AaHi Ipo iHCTalbOBaHi J0aT-
KU, sIKi JIOTIOMAararmTh BiITBOPUTH MEeBHI noaii [4, c. 61].

3. [Jani 3 mepexi InTepHer: Lle MoXxyTh OyTH MOBIAOMJIECHHS y COLIalbHUX Mepexax, Onoru,
YyaTH, JTUCTYyBaHHSA y MECEHJKepax, KOMeHTapi Ha ¢opymax. [laHi 3 [HTepHETY € BaXJIMBUMU AJ PO3-
ciigyBaHHs 6araTb0X BUJIB 3JIOUYMHIB, BKJIIOYAIOYM KiOepOyIiHT, mIaxpaiCTBO Ta 3JI0YMHH, MOB’SA3aHi 3
TepopusMoM [5, c. 48].

4. Bineo3anucu Ta ayniodaiinu: [lo uiei kareropii HajexaTh 3allMCH 3 KAMEP B1I€OCIIOCTEPEIKEH-
H4, ayaiodaiau, 30kpemMa po3MOBH, OTPUMaHi B IPOILeci ONepaTUBHO-PO3IIYKOBOI AISUIBHOCTI, a TAKOXK
3aMMCcH 3 IHIIUX NU(GPOBUX HOCITB, 110 MOXKYTh OyTH BUKOPHUCTaHI SIK JOKa3u B cyai [6, c. 52].

3a cnoco00M OTPHMMAHHS €JIEKTPOHHI 10Ka3H NOALIAIThL HA:

1.  Bwunayueni nmig yac caigumx aiii: Lle enexTpoHHi 10oKa3H, sKi OyJlM BHIIydeHI MiA 4yac OOIIyKiB,
BHIMOK, a00 IHIIUX MPOIECyalIbHUX NiH, TAKUX SIK IHTEPIEeNIlisd KOMyHIKaIlill Y4 3aCTOCYBaHHS TEXHIiY-
HUX 3aco0iB posciiayBanss [7, ¢. 39].

2. JloOpoBiiibHO HajaHi cToponamu nmpouecy: Lle nokymenTu ado nani, HagaHi ocobamu 1006po-
BUIbHO. BOHM MOXYTb BKJIIOUATH €JIEKTPOHHI JIUCTH, JOKYMEHTH, 3alICaHi Ha HOCIAX iH(opmanii, abo
(baiinu, HagaHi 3a 3aMUTOM CIiA40r0 4u cyny [8, c. 28].

3a xapakTepucTHKaMH iHpopManii noAiasiloThL Ha:

1. CrpykrypoBani aani: Lle nani, mo 36epiratoThcsi B IeBHOMY (opmari (Hampukiaj, Tadnuui,
0a3u aHUX), 110 JJO3BOJISIE 1X JIETKO aHaJIi3yBaTH Ta BUKOPUCTOBYBATH ISl JOKazyBaHHs [9, ¢. 57].

2.  HecrpykTypoBaHni aaHi: Lle 1okyMeHTH, 10 HE MarOTh BU3HAYEHOI CTPYKTYpH (HAIpPUKIAL,
TEKCTOBI (pailm, eJeKTPOHHI INCTH, TOBIIOMJICHHS ), Ki TOTPEOYIOTh TOaTKOBOTO aHaJIi3y JUIsl BiTHOB-
neHHs 3micty [10, c. 69].

[IpaBoBe peryntoBaHHSA BUKOPUCTAHHA €JIEKTPOHHUX JJOKA31B BapilO€ThCs 3aI€KHO BiJl KpaiHU, TPOTe
3araJibHi MPUHIUIIY, K IPABUII0, BKIOUAIOTh 3a0€31€UeHHs] ayTEHTUYHOCTI Ta JOMYCTUMOCTI JI0Ka3iB,
a TaKOX MiHIMI3allil0 MOXJIMBOCTI iX MiApoOKK abo MaHimyAii. 30KpemMa, BaXXJIMBOIO € peryiaMeHTallis
nporuecy 300py, 30epiranus, 0OpoOKH Ta MPEACTABICHHS CIEKTPOHHUX JJOKa3iB y Cy.i.

Y CIIA BHUKOpPHCTAaHHS EJNEKTPOHHHUX JOKa3iB PEryilioeThcs HU3KOIO 3aKoHIB, 30kpema Federal
Rules of Evidence ta Electronic Communications Privacy Act (ECPA). 3rigno 3 Federal Rules of
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Evidence, j1st Toro mo6 ejIexkTpoHHI JT0Ka3u Oyau MPUUHSTI B CY/li, BOHU IIOBHHHI MPOUTH TEPEBIpKY
Ha BIIMOBIIHICTh KUIBKOM BaXUIMBUM KpUTepisM. Jlo HUX HaJIeKaTh HaJIHHICTh, aBTCHTHYHICTH 1 BiJI-
MOBITHICTH CITeNH(IKAIIAM MO0 JOTMYCTHMOCTI JOKa3iB, MO CTOCYIOTHCS IX peleBaHTHOCTI. 30KpeMma,
€JICKTPOHHI JIaHI MOBUHHI OyTH IepeBipeHi Ha MpeaAMET MiApOOKH YK 3MiH, TOMY BaXKJITHMBO 30epiratu ix
y TaKOMY CTaHi, 1[0 BUKIIOYAE MOXKIMBICTh MaHIMYJIAMIH. 3aKOH TaKOXK BUMarae, oo eJIeKTPOHHI J0-
Ka3W OTPUMYBAIIACS Yepe3 CaHKI[IOHOBaHI IPOIEyPH, IO TAPAHTYIOTh iX JICTITUMHICTD 1 BIITOBITHICTh
BUMOTaM 3aKOHOJIaBCTBa 111010 300py nokasis [11, c. 118].

ECPA perymntoe muTaHHs, OB’ s13aH1 3 KOH(D1ICHIIIHHICTIO eJICKTPOHHUX KOMYHIKaIliif T2 BCTAHOBIIOE
MPOIIEAYPH Il OTPUMAHHS JJaHUX 3 €JEKTPOHHUX MPHUCTPOIB, BKIOUAOYH MOOIBHI Telae(hOHH, eJIeK-
TPOHHY MOMITY Ta 1HII 3aco0u MUpPOBOT KOMYHIKaIlii. BaJIMBOIO YaCTHHOIO IBOTO 3aKOHOJABCTBA €
BH3HAYCHHS YMOB, 32 SIKUX IIPABOOXOPOHHI OPTraHU MOKYTh OTPUMATH IOCTYII 10 pUBaTHOI iH(QopMa-
111, 3aXUIIEeHOI Bl HECAHKIIIOHOBAHOT'O AOCTYITy. BolHOYac BOHO 00MeXKy€e BUKOPUCTAHHS TaKUX JAHUX
JUTSL TIOJIAJTBIIIOTO TIePeCIIiIyBaHHs 0e3 Halle)KHUX TpollecyalbHUX TapanTiil [12, c. 93].

BenukoOpuTaHis Mae CBIM MiIXijJ 10 BUKOPUCTAHHS €IEKTPOHHUX JI0Ka3iB yepe3 Criminal Justice
Act 2003, 10 4iTKO BU3HAYA€E NpaBuia JUIs 1X TPEICTABICHHS B CY/li. 3TIJHO 3 [IUM aKTOM, CJICKTPOHHI
JIlaHI MaroTh OyTH HE TITbKH aBTCHTUYHUMHU, ajie i 30epeKeHUMH BIJMOBIIHO JIO CTAHJIAPTIB, IO J03-
BOJISIFOTH MIATBEPAUTH TX IITICHICTH. JIJIsl IBOTO BUKOPUCTOBYETHCS TakK 3BaHa “‘aHTU(anbcH]ikaiiitHa
TEXHOJIOTis”, sika 3a0e3neuye 30epeKeHHs JaHUX Yy HE3MIHHOMY BHIJISA, 1[0 BaXKJIMBO JUIS JOBEICHHS
IXHBOI TOCTOBIPHOCTI. 30KpemMa, cynu BenmukoOpuTaHii aKIeHTYIOTh yBary Ha TOMY, IO JIaHI TTOBUHHI
OyTH TpaBWIbHO 3a(iKCoBaHi, a mporec ix 300py — JOTPUMYBATHCS BCIX IOPUAUYHHX BHMOT, 00
YHHUKHYTH MOXJIMBUX TOPYIIEeHb TpaB migcyaHux [13, c. 112].

Oxkpim Toro, BiamoBiaHo g0 Computer Misuse Act 1990, y BenukoOputanii icHye KpuMiHaIbHA
BITIOBIJATbHICTD 32 HECAHKIIIOHOBAHUH JOCTYIM O KOMITI IOTEPHUX CHCTEM Ta MaHIMyJAIIl 3 JaHUMH,
0 poOUTH MTPaBOBE TOJIC TSI BUKOPUCTAHHS €JICKTPOHHUX JTOKA31B Il O1JbII CyBOPHM. YCi €JICKTPOHHI
JOKa3u, OTPUMaHI Yepes MOpyIICHHs 3aKOHY, He MOXKYTh OyTH BUKOPUCTaHI B CyJOBOMY IPOIIECi.

Kanancpke 3aKOHOTABCTBO IIONO CJICKTPOHHHUX JOKa3iB B OCHOBHOMY IpYyHTyeThcs Ha Criminal
Code of Canada ta PIPEDA (Personal Information Protection and Electronic Documents Act). 3rigHo
3 Criminal Code, mist Toro, mo6 eIeKTpOHHI JOKa3! MaJlHd IOPUINYHY CHITY, BOHU MOBUHHI OyTH OTpH-
MaHi 3a JOTOMOT'OF0 3aKOHHUX METO/IIB, 10 BKJIFOYAKTh CAHKI[IOHOBAHI OOIIYKH Ta 1HIII MPOIeCyalIbHI
nii. BaxiiiBe 3HaAUCHHSI HaJTa€ThCsl TOMY, 11O I1i JaH1 TOBUHHI OyTH aBTCHTHYHUMH, a TAKOX TXHsI 00po0-
Ka MIOBUHHA B1I0YBATHCS 3TiTHO 3 BAMOTAMHM 3aXUCTy KOH(DIACHIIHHOT iHPopMaIlii.

PIPEDA peryntoe 06poOKy 0COOMCTHX JaHUX, BKIIOYAKOUN 300pH Ta 30epiraHHs eJIeKTPOHHHUX J0-
Ka3iB, 1[0 MICTATh TaKy iH(popMaliro. 30KkpeMa, [ei 3aKOH BUMarae, mobd o0poOka naHuX 371HCHIOBA-
Jacs JIMIIE B MeXaX IT03BOJIY, HAJaHOTO 0CO0O0K0, IO € iX BIACHHKOM, a00 3a IHIIUX OOTPYyHTOBAaHUX
MPUYHH, TAKUX K HEOOXIHICTD JIJIs 3MiHCHEHHs po3ciiayBanus [14, c. 121].

B Apctpainii BaxnuuM aktoM € Electronic Transactions Act 1999, skuii peryiatoe BUKOPHCTaHHS
CJIEKTPOHHUX ITAMKCIB Ta TOKYMEHTIB. 3TiTHO 3 IIMM 3aKOHOM, €JICKTPOHHI JOKYMECHTH MAlOTh TaKy XK
FOPUJINYHY CHUITY, K 1 MarnepoBi, 32 YMOBH, [0 BOHU OyJIM CTBOPEHI Ta MiAMUCaHI BIIMOBIIHO 10 BUMOT
[[0JI0 aBTEHTUYHOCTI. 3aKOH BHMAarae, o0 eJeKTPOHHI JaHi Oyl 3axXHWINeHI BiJ HECAaHKI[IOHOBAHOTO
JOCTyy Ta (anbcudikarrii.

Oco0OnuBa yBara mpuIUIIETHCS MTUTAHHIO 3aXHCTY IIPaB JIIOAWHHM MiJ 9ac 300py Ta oOpOOKH eiek-
TPOHHUX JTOKa3iB. 3aKOHOJABCTBO ABCTpaiii BCTAHOBIIOE JKOPCTKI BUMOTH IIOJ0 OTPHUMAHHS J03BOTY
Ha JOCTYIN 10 NaHUX Ta HEOOXIIHOCTI MOBIAOMIICHHS OCOOM PO IIe, SIKIIO 1€ JO3BOJICHO IPaBOBUMU
yMOBaMH. 30KpeMa, PO3IUPIOIOTHCS MEXaHI3MH MOHITOPHHTY Ta KOHTPOJIO 32 MisNIbHICTIO IPaBOOXO-
POHIIIB, IO 3aiiMarOThCS 300pOM JIOKa3iB y U poBoMy cepemoBmimi [15, c. 88].

Y HimMeudrHi 0CHOBHUM HOPMAaTUBHUM aKTOM, IIIO PETYITIO€ eICKTPOHHI ToKa3H, € Strafprozessordnung
(StPO). 3riiHO 3 UM aKTOM, JJIS TOTO, 00 E€JISKTPOHHI TIOKa3u OyJIM MPUHHATI B Cy/i, BOHM MOBUHHI
OyTH OTpUMaHI BiJIIOBITHO 10 MPOLECYATBHUX HOPM, IO 320€31eUyIOTh 3aXUCT MPaB MiACYIHUX, BKIIO-
Yaloud HAsIBHICTH IMIICTaB JJIs 300py TakuxX NokasziB. Lle Moke BKJIIOUATH CaHKIIIOHOBAaHI MEpPEeBipKU
KOMIT FOTEPHHUX CHCTEM a00 MOOUIBHHUX MPUCTPOIB, 30MPaHHS JaHHUX Yepe3 IHTEPIEHIIiI0 TOBiIOMIICHb
Ta iHIIl 3ac00MU.

Kpim toro, StPO Bumarae BiJ CyAlliB BpaXOBYBaTH MOXKJIMBICTh MAaHINYJALINA 3 €JIEKTPOHHUMU J10-
Ka3zaMM, TOMY B IIpolleci 1X nepeBipku MoBUHHA OyTH 3/ilfiCHEHa TOBHA MepeBipKa HA aBTEHTHYHICTb. Y
pasi BHSIBIICHHS MOPYLIEHB Y 300pi a00 30epexeHH] T0oKa3iB, BOHU MOXXYTh OyTH BU3HAaHI HEIOMYCTH-
mumu [16, c. 138].
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BucnoBku. EnekTpoHHI J0OKa3u cTalld HEBIJ' €MHOIO YaCTHHOIO KPUMIiHAJIBLHOTO MIPOIECY B UPPOBY
emoXy. AHaJi3 MXXHAPOIHOTO JOCBIAY JEMOHCTPYE Pi3HI MiTXOIU 10 IX MPaBOBOTO PETYIIOBAHHS, CIIPSI-
MOBaHi Ha 3a0€3IEUCHHS TOCTOBIPHOCTI Ta BiAMOBIAHOCTI MPOIIECYaTbHIM BIMOTaM.

OcCHOBHHMH TPOOJIEMaMH 3QJIHINAIOTHCS ayTCHTU(DIKAIliS Ta JOMYyCTHUMICTh €ICKTPOHHUX JOKa3iB y
cyni, 3a0e3rneueHHs OalaHCy MiXK MPUBATHICTIO 0COOH Ta MOTpebaMu KPUMIHAIBHOTO CYJIOYHHCTBA, a
TaKOXK MIXKHApPOIHE CHIBPOOITHUIITBO Yy 300pi i 00MiHI IH(PPOBUMU JTOKA3AMH.

Hiis e(eKTUBHOTO BHKOPHCTAHHS CICKTPOHHHUX JOKa3iB HEOOXITHO: BIOCKOHAJIUTH HAliOHAIbHI
MPaBOB1 MEXaHI3MHU, BIPOBAIUTHU €JMHI CTaHAApTH ayTeHTU(IKalii NaHMX, YTOYHUTHU MPOILeCyasibHi
HOPMH Ta 3a0€31eUYUTH TOTPUMaHHs MpaB JIOAUHU, 0COOIUBO Y KOHTEKCT1 3aXUCTy IPUBATHOCTI.

3 ornAny Ha CTPIMKUN PO3BUTOK TEXHOJIOTIH, BaKJIMBUM HANpPSIMKOM € CTBOPEHHS YHIBEpCaJbHUX
CTaHAapTIB 00pOOKH ENCKTPOHHUX JIOKa3iB, IO CIpPUATHME €()EKTUBHOCTI HAlliOHAIBHHUX IPAaBOBHX
CUCTEM Ta MIKHApPOIHOMY CIIiBPOOITHHUIITBY.
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