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The article reveals the legal positions of the Constitutional Court of Ukraine regarding everyone’s
right to information. Attention is focused on information that is collected by state authorities, local
self-government bodies, institutions and organizations, and which is not a state or other secret protected
by the Law of Ukraine «On Information» and which every person has the right to familiarize himself
with. Separate attention is focused on confidential information (information with limited access). One
of the types of confidential information is medical information, which, on the one hand, in special cases
provided for by the Fundamentals of the Health Care Legislation of Ukraine, can be disclosed to family
members or a legal representative of the patient, and on the other hand, in accordance with the decision
of the European Court of Human Rights person in the case of «M.K. against Ukraine» confirmation by
a doctor of a patient’s illness to a member of his family, even if he learned about it from the patient
himself, is an interference by the state in a person’s right to private life, and in the case of infectious
diseases, it is qualified as not carried out «in accordance with the law». Attention is focused on the
fact that such situations arise more and more when military personnel undergo medical examinations
and that there are prohibitive norms of a special law that forbid the disclosure of medical information
regarding a certain list of diseases of a military personnel to his employer (military unit), commander,
family members of the military personnel.

Regarding the confidentiality of information and about a person who holds a position related to
the performance of the functions of the state, local self-government bodies, and about members of his
family, the legal positions of the Constitutional Court of Ukraine are established: absolutely in each
specific case it is determined whether information about a person belongs to confidential; there are
guarantees of protection of the rights of the above-mentioned persons, and additional legal burdens, and
therefore the state is called upon to ensure a balance of public and private interest.

The article also draws attention to the fact that even under martial law conditions, control (direct;
indirect) by institutions of public power is prohibited both in terms of content and dissemination
of information, even if the state pursues such a goal as protecting the information space from what
is considered harmful by the state information that is not necessary for society. The practice of the
Constitutional Court of Ukraine on this issue is established. Attention is focused on the fact that
censorship cannot be used in Ukraine to protect the information field of the state even in war conditions
- it is prohibited in part 3 of Art. 15 of the Constitution of Ukraine.

Key words: human rights, public authority institute, right to information, confidential information,
medical information, information about a person, right to private life, state, civil servant, interference
with the right to information, censorship, information security.

KyapsisueBa O.M. IIpaBo Ha indopmauir: npasosi no3unii Koucruryuiiinoro Cyay Ykpainu.
B cratTi BHsBICHO mpaBoBi mo3uiii KoncruryniiHoro Cyny YkpaiHu Iono mpaBa KOKHOTO Ha iH-
(dbopmariito. AKIIEHTYEThCSA yBara Ha BIJOMOCTSIX, SIKi 310paHi opraHaMu Jep>KaBHOT BJaJgd, OpraHaMu
MICIIEBOTO CaMOBPSyBaHHs, B yCTAHOBAX 1 OpraHi3alisix, i sKi He € JeP)KaBHOO YU 1HIIOK 3aXHUIIICHOI
3akoHoM Ykpainu «llpo iHpopMamiroy» TaeMHHIICIO Ta 3 SKUMU KO)KHA 0co0a Mae IpaBo 3HAHOMUTHUCH
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mogo cebe. OkpeMo (PoKycyeThcs yBara Ha KOH(IAeHIIHHIN iHPopMamii (iHpopMaii 3 0OMeKESCHIM
noctynoM). OMHUM 3 BHIIB KOH(DiAeHIIIHHOT iHpopMaIlii € MeandHa iHQopMaIltis, ska 3 OTHOTO OOKY B
0CcOONMBHX BHUNAAKaX, nependadeHnx OCHOBaMH 3aKOHOJAaBCTBA YKPaiHH PO OXOPOHY 3TOPOB’ S, MOXKE
OyTH pO3TOJIONIeHa WieHaM CiM’1 UM 3aKOHHOMY TIPEJICTAaBHUKY IMAIli€HTa, a 3 IPYroro OOKY BiATOBIIHO
JI0 pilieHHs €BPOINEHCHKOro Cyy 3 MpaB JIonuHU y crpabi « M. K. nmpotu Ykpainu» miaTBepIKeHHS Ji-
KapeM TOoTo abo0 1HIIOr0 3aXBOPIOBAHHS MAIli€HTA WICHY HOoro ciM’{ HaBiTh AKIIO BiH JI3HABCSA PO HHOTO
BiJl caMOro TaIlieHTa — € BTPYYaHHSAM JICP)KABH y MPAaBO 0COOW HA MPUBATHE JXUTTA 1 Y BUIMAJKY SKIIO
HaeThes mpo 1H(GEKIiiHI 3aXBOPIOBAHHS KBaIi(DiKyeThCS K HE 3MIHCHEHO «3T1IHO 13 3aKOHOM». AKIICH-
TYETHhCS yBara Ha TOMY (pakTi, IO TaKi CUTyallil BAHUKAIOTh BCe ONbIIE TPH MPOXOIHKCHHI MEITUIHUX
OTJISITIB BIHCHKOBOCIY)KOOBIISIMHM Ta IO € 3a00pOHHI HOPMH CHEIIaIbHOTO 3aKOHY, SAKi 3a00pOHSIOTH
PO3TroJIOIIYBAaTH MEAUYHY 1HPOPMAITIFO 1100 IEBHOTO MEPETiKy XBOp0oO BiHCHKOBOCITYKOOBIIS HOTO PO-
0oTonaBINoO (BIfICHKOBIM YACTHHI), KOMaHIUPY, WICHAM CiM’T BIICHKOBOCITYKOOBIIS.

{ono xoHdigeHIiHHOCTI iHOpMaIlii i po 0coly, ska 3aliMae mocany, OB’ sI3aHy 31 371HCHEHHIM
(byHKIIHM qepkaBy, OpraHiB MiCIIEBOTO CAMOBPSIYBaHHS, 1 TPO WIEHIB 11 ciM’1, mpaBoBi mo3uii KoncTu-
tynidani Cyn YKpaiHu € ycTajleHUMU: aOCOIOTHO B KOXKHOMY KOHKPETHOMY BUIAJKy BU3HAYAETHCSA YU
HaJIeXKUTh iHHOopMallis mpo ocoly 0 KOHQIISHIIHOT; ICHYIOTh 1 rapaHTii 3aXHUCTY MPaB BUINE 3raJJaHuX
0ci0, 1 JOJaTKOBI MPaBOBI OOTSKEHHS, & TOMY Jiep)KaBa NMOKJIMKaHa 3a0e3MeunuTH OaaHc myOmigHoro Ta
MPUBATHOTO IHTEpecCY.

Takox B cTaTTi aKIIEHTYETHCS yBara Ha TOMY, IO HAaBITh B YMOBaX BOEHHOTO CTaHy 3a00pOHSIETHCS
KOHTpPOJb (0e3MmocepeiHiii; omocepeIKOBaHN) 3 00Ky IHCTHTYTIB MyONIYHOT BJIaJIM 1 3a 3MICTOM, 1 3a
PO3MOBCIOKEHHAM iH()OpMaIii HaBiTh SKIIO AepKaBa Mepeciiye TaKy METY, K 3aXHCT IHPOpMAaIliiHHO-
r'o MIPOCTOPY BiJ IIKIUTHBOI HA TyMKY JIEpXKaBH YW He TOTPiOHOT I cycnibeTBa iHpopMaiii. [IpakTu-
ka Koncrurymiitnoro Cyny Ykpainu 3 [bOTO MMUTAHHS € YCTAICHOI0. AKIICHTYETHCS yBara Ha TOMY, IO B
VYkpaiHi ais 3aXucTy iHGOpMAaIiHHOTO MOJIs IepKaBH HABITh B YMOBax BIHHH HE MOXE 3aCTOCOBYBATHCH
IeH3ypa — BoHa 3a0opoHeHa 4. 3 ct. 15 Koncrurymii Ykpainu.

KurouoBi ciioBa: mpasa JIFOJUHH, IHCTUTYTY IyOJdiYHOT BlIaJ iy, MpaBo Ha iH(opmallito, KOH(iASHITI-
WHa iHpopMalis, MenquyHa iHdopmarlis, iHGopmalis mpo ocoly, MpaBo Ha MPUBATHE JXUTTS, JCPKaBa,
JepKaBHUHN CIy>KOOBEIb, BTPYYaHHs Y MPaBO Ha iHPpOpMaIlito, IIeH3ypa, iHpopmarliiina 6e3mnexa.

Formulation of the problem.

According to Art. 32 of the Constitution of Ukraine, no one can be subjected to interference in his
personal and family life, except for the cases stipulated by the Constitution of Ukraine [1]. In part 2 of
Art. 32 of the Constitution of Ukraine states that it is not allowed to collect, store, use and distribute
confidential information about a person without his consent, except in cases specified by law, and only in
the interests of national security, economic well-being and human rights [1]. Every citizen has the right
to get acquainted with the information about himself in state authorities, local self-government bodies,
institutions and organizations, which are not state or other secrets protected by law (Part 3, Article 32
of the Constitution of Ukraine) [1].

Russia’s aggression against Ukraine has actualized the issue of disclosing medical information
to family members or the patient’s legal representative, because according to the Fundamentals of
Ukrainian legislation on health care, there are cases when this is allowed, and since it is allowed in
these cases, it is obvious that medical information information about a serviceman may be disclosed to
members of his family. But another Law of Ukraine — «On combating the spread of diseases caused by
the human immunodeficiency virus (HIV) and legal and social protection of people living with HIV»
[2] — prohibits such publicity.

In the decision of the European Court of Human Rights in the case «M.K. v. Ukraine» [3] it is stated
that even a doctor’s confirmation of an infectious disease of a serviceman to a member of his army is an
interference of the state in the individual’s right to private life, which was not carried out «in accordance
with the lawy.

Russia’s active information war against Ukraine has actualized the issue of protection of Ukraine’s
information field, but taking into account the fact that the norms of the Constitution of Ukraine prohibit
censorship.

The evolution of society, the fight against corruption in Ukraine and other factors have actualized the
issue of confidentiality of information about a person who holds a position related to the performance of
functions of the state, local self-government bodies, and about family members of such a person.
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The state of development of this problem.

The work of domestic scientists (V.S. Politanskyi [4], O. Smolyak [5], O. Nesterenko [6], etc.) is
devoted to the issue of the human right to information. The issue of European standards of the right to
information, their impact on national legislation and the practice of its application are highlighted in the
studies of Yu. Bysaga, L. Deshko [7—11]. Also, in the scientific works of Professor L. Deshko, the issues
of medical information and medical confidentiality were raised, decisions of the Constitutional Court of
Ukraine on health care issues were analyzed [12; 13].

The purpose of this article is to reveal the legal positions of the Constitutional Court of Ukraine
regarding the right to information.

Presenting main material.

According to the Decision of the Constitutional Court of Ukraine in the case regarding the official
interpretation of Articles 3, 23, 31, 47, 48 of the Law of Ukraine «On Information» and Article 12 of
the Law of Ukraine «On the Prosecutor’s Office» (case of K.G. Ustimenko) dated October 30, 1997
No. 5-zp/1997, part five of Article 23 of the Law of Ukraine «On Information» should be understood as
meaning that every person has the right to get acquainted with the information collected about him in
state authorities, local self-government bodies, institutions and organizations, if this information is not
a state or other secret protected by law [15].

The right to information is not an absolute right, it can be interfered with by the state, but it must
meet the following requirements: provided by law, legitimate purpose, proportionality.

In this connection, two questions arise: who is the subject that determines the order of familiarization
with the collected information and keeping it secret? Another question is, is the list of personally
identifiable information exhaustive?

In accordance with the Decision of the Constitutional Court of Ukraine in the case of the constitutional
submission of the Zhashkiv District Council of the Cherkasy Region regarding the official interpretation
of the provisions of the first and second parts of Article 32, the second and third parts of Article 34 of
the Constitution of Ukraine dated January 20, 2012 No. 2-pn/2012 only a natural person, to whom the
confidential information relates, has the right to freely, at his own discretion, determine the order of
familiarization with it to other persons, the state and local self-government bodies, as well as the right
to keep it confidential [16].

The list of personal data recognized as confidential information is not exhaustive [16]. Accordingly,
it can expand.

Russia’s aggression against Ukraine actualized the issue of the legal regime of medical information
(of a military serviceman) and the circle of persons to whom it can be provided.

In accordance with the Fundamentals of the Legislation of Ukraine on Health Protection [17] and the
Law of Ukraine «On Information» [10] evidence of a person’s state of health, history of his illness, the
purpose of the proposed research and treatment measures, prognosis of the possible development of the
disease (medical information) according to its legal regime is confidential information. Confidentiality
of information, as you know, means that this information is information with restricted access. We
emphasize the fact that the doctor is obliged to provide such information in full and in an accessible
form at the request of not only the patient, but also his family members or legal representatives. Article
39 of the Fundamentals of the Legislation of Ukraine on Health Care contains exceptions when a doctor
can limit full medical information for a patient because it may harm the patient’s health. But in this case,
he provides full medical information to family members or the patient’s legal representative, taking into
account the patient’s personal interests. This is exactly the algorithm of the doctor’s actions when the
patient is in an unconscious state.

That is, the general approach of the legislator regarding medical information is as follows: 1) medical
information under the legal regime is confidential information; 2) medical information is provided at the
request of the following group of persons: the patient, the patient’s family members, the patient’s legal
representative; 3) complete medical information may be limited to the patient; 4) in case of restriction of
complete medical information for the patient, it must be provided in its entirety to the following circle
of persons: the patient’s family members, the patient’s legal representative.

In practice, the question arises: how to act if the patient is a military serviceman? Can medical
information about a serviceman be provided to his employer (military unit), commander, or can it be
confirmed by doctors to family members of a serviceman, a legal representative of a serviceman, if they
learned about a particular illness of a serviceman from him or third parties?
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The European Court of Human Rights considered the case of «M.K. against Ukraine» [3]. The
application related to the alleged violation of the applicant’s right to respect for her private life under
Article 8 of the Convention in connection with the illegal testing of her for the detection of the human
immunodeficiency virus in her blood during a routine medical examination in a military hospital, as well
as failure to properly notify her of the results testing She also complained about the illegal disclosure
of test results to third parties, including at her place of employment [3]. In §32, the Court reiterated that
personal information concerning a patient belongs to his private life. national legislation must provide
appropriate guarantees to prevent the transfer or disclosure of personal health data, which may conflict
with the guarantees of Article 8 of the Convention [3].

From this decision of the European Court of Human Rights it follows that, firstly, the person must be
properly informed about his diagnosis.

Secondly, compared to the Basics of the national legislation of Ukraine on health care, there is also a
law that is special — the Law of Ukraine «On Countering the Spread of Diseases Caused by the Human
Immunodeficiency Virus (HIV), and Legal and Social Protection of People Living with OX». Its norms do
not contain exceptions that would allow the disclosure of medical information about a patient, including
a military serviceman, who has been confirmed to be HIV positive. This special Law is aimed at strictly
prohibiting any unjustified disclosure of a person’s HIV status. Even if the serviceman has given verbal
consent to the disclosure of medical information, the health care institution and the doctor have no right to
disclose it in any form: neither in the form of «information» nor in the form of «confirmationy.

Thirdly, although disclosure to a military unit can potentially be key in the performance of military
service by a serviceman (performance of combat tasks, etc.), nevertheless the Law of Ukraine «On
Combating the Spread of Diseases Caused by the Human Immunodeficiency Virus (HIV), and Legal
and Social Protection people living with HIV» does not provide any exception to the non-disclosure of
information about military personnel, regardless of the purpose.

Other issues that were raised in the decisions of the Constitutional Court of Ukraine regarding the right
to information related to the confidentiality of information about a person who holds a position related to
the performance of the functions of the state or local self-government bodies, and his family members.

The Constitutional Court of Ukraine, in its decision dated January 20, 2012 No. 2-pni/2012, assumed
that «...the nature of information about a natural person as confidential is determined in each specific
case. The presence of a person in a position related to the performance of the functions of the state or
local self-government bodies provides not only guarantees for the protection of the rights of this person,
but also additional legal burdens. The public nature of both the authorities and their officials requires
the publication of certain information to form public opinion about trust in the government and support
of its authority in society» [16].

In another decision, the Constitutional Court of Ukraine noted that the dissemination of data about
such natural persons — family members, which may become known as a result of the dissemination of
information about the official himself, except for cases specified by law, may lead to a violation of their
constitutional rights, harm dignity, honor, business reputation, etc. [18].

In the interests of national security, economic well-being and human rights, any information or
collection of information about an identified or specifically identifiable natural person may be
disseminated. In particular, these are: nationality, education, marital status, religious beliefs, state of
health, financial status, address, date and place of birth, place of residence and stay, etc., data on personal
property and non-property relations of this person with other persons, in particular members family, as
well as information about events and phenomena that took place or are taking place in the domestic,
intimate, social, professional, business and other spheres of a person’s life, with the exception of data
related to the exercise of powers by a person holding a position related to the performance of functions
state or local self-government bodies [16].

In part 2 of Art. 32 of the Constitution of Ukraine, there are comprehensive grounds for possible
legitimate interference in a person’s personal and family life. In particular, they are: a person’s consent
to the collection, storage, use, distribution of confidential information about. If there is no consent, then
such actions are possible only in cases defined by law and only in the interests of: 1) national security;
2) economic well-being; 3) human rights.

Protection of the information field of the state is no less relevant issue regarding the right to
information. As is generally known in Ukraine, the norms of Art. 15 of the Constitution of Ukraine,
censorship is prohibited. This means that even pursuing the goal of «protection of the information
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space», control by institutions of public power over the content and distribution of information is
prohibited. State authorities do not have the right to limit or prohibit the dissemination of information
that they consider harmful or not necessary for society. Martial law is no exception.

Although a person’s right to access information is not absolute and may be subject to restrictions,
such restrictions must be exceptions provided by law, pursue one or more legitimate goals, and be
necessary in a democratic society [19].

Conclusions.

1. Every person has the right to familiarize himself with information collected by state authorities,
local self-government bodies, institutions and organizations, and which is not a state or other secret
protected by the Law of Ukraine «On Informationy.

2. One of'the types of confidential information is medical information, which in special cases provided
for by the Fundamentals of the legislation of Ukraine on health care, may be disclosed to family members
or a legal representative of the patient. An exception to this rule is a patient’s positive HIV diagnosis —
there is a ban on its disclosure in any form to persons other than the patient. As for military personnel,
it is prohibited to disclose medical information about a military personnel’s HIV-positive status to his
employer (military unit), commander, and family members of the military personnel.

3. Regarding the confidentiality of information and about a person who holds a position related to
the implementation of the functions of the state, local self-government bodies, and about members of
his family, the legal positions of the Constitutional Court of Ukraine are established: absolutely in each
specific case it is determined whether the information belongs about the person to confidential; there are
guarantees of protection of the rights of the above-mentioned persons, and additional legal burdens, and
therefore the state is called upon to ensure a balance of public and private interest.

4. Even in the conditions of martial law, control (direct; indirect) by institutions of public power is
prohibited both on the content and on the dissemination of information, even if the state pursues such a
goal as protecting the information space from information that is harmful to the state or not necessary
for society. The practice of the Constitutional Court of Ukraine on this issue is established: censorship
cannot be used to protect the information field of the state even in wartime.
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