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This article delves into the intricate domain of electronic evidence (e-evidence) within the Ukrainian
criminal justice system. The primary objective is to comprehensively dissect the multifaceted legal
intricacies surrounding e-evidence, including its position and significance in Ukraine’s ongoing quest
for European integration and its response to the persistent armed conflict.

The article extensively examines the intricate complexities of e-evidence, exploring its pivotal role
within the broader framework of procedural sources of evidence. It also scrutinises its interaction with
traditional forms of evidence, shedding light on the evolving landscape of legal practices in a digital age.
The article emphasises the urgent imperative for substantial enhancements in Ukraine’s legal framework
governing e-evidence. The existing framework falls short of contemporary standards, posing substantial
impediments to effective law enforcement and judicial prosecution in this era of rapid technological
advancements. To ensure accountability for past transgressions and to sustain the principles of the rule
of law during the post-war era, Ukraine must harmonise its legal system with modern approaches to
handling e-evidence.

In summary, this article offers a comprehensive and insightful analysis of the intricacies surrounding
electronic evidence in the Ukrainian criminal justice system. It addresses critical legal dimensions,
acknowledging their importance as Ukraine navigates a path towards integration with European legal
standards and grapples with the ramifications of a prolonged armed conflict. The exploration presented
here is a significant step towards a more profound understanding of the role and challenges of electronic
evidence in the contemporary legal landscape.

Key words: criminal procedure law, electronic evidence, digital evidence, justice, accountability,
Ukraine.

Ha3zapko A.A. ExexkTponHi 1o0ka3u B yKpaiHCbKOMY KPUMiHAJBHOMY cyT1o4uHCTBi: Jocixxen-
HSI MPABOBUX peaJliii Ta TEOPEeTHYHHUX MEPCHEKTHB.

st cTaTTs po3misiaae BaXJIMBUN aCIeKT YKPATHCHKOTO KPHUMIHAIBLHOTO MPaBOCYAS — BUKOPHCTAHHS
€JICKTPOHHUX JI0OKa3iB. METOK JOCIIKCHHS € aHali3 MPaBOBUX CKJIATHOINIB, OB’ I3aHKUX 13 €0 Te-
MO0, BU3HAYCHHS MICIIsSI €JICKTPOHHHX JIOKA31B y KPUMIHAIBHOMY CYIOYMHCTBI YKpaiHH Ta X 3HAUCHHS
B KOHTEKCTI TparHeHHs YKpaiHu 10 €BPONEHCHKOT IHTETpallii Ta MoI0IaHHs BIUTMBY TPUBAKOYOTO 30pOii-
HOTO KOHQUTIKTY.

CrarTs BUCBITIIOE CKJIQJHOII, IMOB’SI3aHi 13 BUKOPUCTAHHSIM €-70Ka3iB, 1 JTOCIIKY€E TXHIO POJIb Y
3araJIbHOMY KOHTEKCTI MPOIECYaIbHUX JKEPEIT JOKa3iB Ta iXHI0 B3a€MOJII0 3 TpaIUIiHHUMU hopMamMu
JI0Ka3iB. B cTaTTi TakoX HAroJoOIIyEThCS HA TOMY, K €JCKTPOHHI JOKa3M BIIMBAIOTh Ha KpUMiHAIbHE
CYJOYMHCTBO B €MOXy HH(POBUX TEXHOJOTIH Ta B yMOBax TpuBarouoro koHdmikry. CTaTTs aHali3ye
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MOHATTS €NEKTPOHHUX JOKa3iB Ta iX poiib y cydacHoMY IudpoBoMy cycrinibeTBi. BoHa nocmimkye B3a-
€MOJIIF0 €NIEKTPOHHUX JO0KAa31iB 3 1HIIMMH BHJIAMH JOKAa31B Y KOHTEKCTI KPHUMIHAJIBLHOTO CYIOYHHCTBA,
a TakoX BU3HAYa€ BUKIWKH, SKI BUHHUKAIOTh y 3B’S3KYy 13 300pOM, 30€peKEHHSIM Ta BUKOPUCTAHHSIM
€JICKTPOHHUX JIOKa3iB y CyIOBHUX Ipoieaypax. JlOCHIiPKEHHS aKIeHTY€E yBary Ha HEOOXiJHOCTI BIO-
CKOHAJICHHS 3aKOHOJABYOTO HIiATPYHTS, [0 PETYII0€ MUTAHHS BUKOPUCTAHHS €IEKTPOHHHUX JO0Ka3iB B
Vkpaini. [loTouynuii npaBoBuil 6a3a BiJCTa€ BiJ CydyacHHX CTaHJAPTIB, IO YCKIAJIHIOE ¢(HEKTUBHICTh
MPaBOIMOPYIICHHS Ta CYIOBOTO IEPECIIiIyBaHHsI B €IT0Xy NU(PPOBHUX TeXHONOTIN. J{is 3a0e3neueHHs Bi-
MOBITAJIBHOCTI 32 MUHYJI1 3JIOYMHM Ta 3MIITHEHHS BEPXOBEHCTBA IpaBa, YKpaiHa Ma€ MPHBECTH CBOIO
MPaBOBY CUCTEMY Y BiJIOBIHICT 13 CYYaCHUMHU ITiIXOAaMH J0 BUKOPHUCTAHHS CICKTPOHHHUX JIOKAa3iB.

ABTOD MIJIKPECIIOE aKTyaJlbHICTh MUTAHHS Ta HEOOXIJHICTh BHECEHHS CYTTEBUX 3MiH y 3aKOHOJIaB-
CTBO JUJISl BIJIMOBITHOCTI CYYaCHHUM TJX0JIaM J0 CJICKTPOHHMX JI0Ka3iB. Lle BaxkiuBuil Kpok st 3a0e3-
MEeYCHHS BIIMOBIAQIBHOCTI 32 MUHYJII MPABOMOPYIICHHS Ta 3MIIHEHHS BEpXOBEHCTBA MPaBa B MOCTKOH-
¢dikTHOMY TIepioji B YKpaiHi.

Kuro4oBi cjioBa: xpuMiHaJIbHE TIpOIieCyalibHE MPABO, SIEKTPOHHI JIOKa3u, NIH(POBI JOKa3H, MPaBO-
CYJIsI, JUKepea T0Ka3iB, KpUMiHaJIbHE MPOBAKCHHS.

1. Introduction

The category of electronic evidence (e-evidence) within the Ukrainian criminal justice system
is a highly intricate and contentious domain, marked by unresolved questions and legal dilemmas.
It navigates the uncharted waters of the digital age, presenting unique opportunities and formidable
challenges for adjudicating criminal cases.

The rapid technological advancements and the evolving nature of digital communication further
compound the use of e-evidence in the Ukrainian legal system. As these technologies continue to progress, it
becomes imperative for the Ukrainian legal framework to adapt and stay abreast of the latest developments
to effectively handle e-evidence. This entails understanding the technical aspects of data collection and
preservation and the legal standards and procedures that align with international best practices.

The complexity of e-evidence in Ukrainian criminal law is underscored by its significance in
the context of Ukraine’s aspiration to integrate with the European Union, a pursuit that necessitates
harmonising the Ukrainian legal framework with the European one. As Ukraine seeks to assert its
commitment to the rule of law, justice, and accountability, understanding the complexities of e-evidence
becomes pivotal.

This issue gains particular relevance against the backdrop of Russia’s ongoing military aggression
against Ukraine, which a multitude of documented war crimes has accompanied. From 24 February
2022, which marked the start of the large-scale armed attack by the Russian Federation, to 10 September
2023, the Office of the UN High Commissioner for Human Rights (OHCHR) recorded 27,149 civilian
casualties in Ukraine: 9,614 killed and 17,535 injured [1]. Recent statistics of the Office of the Prosecutor
General of Ukraine indicate an alarming tally of over 108,000 registered war crime cases since 24
February 2022 [2]. In response to the evolving landscape of armed conflict, numerous digital platforms
and services have emerged, dedicated to collecting and preserving e-evidence related to war crimes.
Examples include websites WarCrime.gov.ua, Dokaz.gov.ua, Sam.in.ua, Shtab.net, eyeWitness app, and
others [3, 4, 5, 6, 7]. These platforms have introduced a novel dimension to the legal arena, raising
intriguing questions about the admissibility, reliability, and treatment of e-evidence obtained through
these services within the Ukrainian legal framework.

The article aims to reveal the essence and legal nature of the concept of e-evidence in the criminal
procedure legislation of Ukraine. It analyses the place of e-evidence in the system of procedural sources
of evidence and its correlation with other types of evidence. The article also explores possible ways of
resolving the issue of the interpretation of e-evidence in the criminal legislation of Ukraine.

2. Legal Foundations and Theoretical Dimensions of E-evidence in Ukrainian Criminal
Procedure Law

E-evidence in Ukrainian criminal procedure law is a rather intricate issue [8]. Firstly, the legislator
has no comprehensive and exhaustive position on this issue at the regulatory level. The Ukrainian
legislator has not established a clear legal concept of e-evidence, particularly regarding its definition, type
classification and features specific to e-evidence. Secondly, because of the ongoing and heterogeneous
discussion among scholars regarding the prospects for institutionalising e-evidence in the legislative
framework of criminal proceedings [9, 42; 10, 101].
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At the doctrinal level, there are differences in the terminological approaches to the category of
e-evidence. In particular, some scholars propose applying the concept of digital evidence, understanding
it as factual data in the discrete (digital) form contained in certain physical storage and becoming
available for perception after processing [11, 256]. Other scholars emphasise that the relevant definition
is a purely theoretical category and understand electronic evidence as electronically stored information
located on any physical storage, electronic devices or information systems [12, 182].

The issue of defining e-evidence in Ukrainian criminal procedure law resorts to the fundamental
problem of placing this type of evidence among listed procedural sources of evidence in the Criminal
Procedural Code of Ukraine (CPC), and its correlation with other types of evidence [13]. When studying
a particular type of evidence, considering its essential characteristics and features, it is necessary to
classify it according to a certain type of normative category. Ukrainian criminal procedure law knows
the following types of evidence: testimony, expert findings, physical evidence, and documents [13, art.
84-2].

The CPC defines “Document” as a material object, which was created specifically for the preservation
of information, such as an object containing information fixed by means of written signs, sound, image,
etc., that can be used as evidence of the fact or circumstance which is established during criminal
proceedings [13, art. 99-2]. On the other hand, a document is a material object created for a special
purpose, which contains information recorded by signs, images, and sound and which can be used in
criminal proceedings [13, art. 99-1]. Thus, the CPC defines e-evidence through the material prism, i.e.,
a specific list of objects (photo, video, audio, computer data) is defined through the generic category of
document, which is a material object by its objective nature.

As aresult, the Ukrainian legislator established certain sources of evidence in criminal procedure law
and implicitly classified the concept of e-evidence under the document category. However, e-evidence
has specific characteristics, i.e., it has, by nature, an uncertain appearance. By classifying electronic
evidence under the category of “document”, this category is connotated with digital objects, which are
essentially coded and intangible information. Given its specific features, we can conclude that the CPC
does not provide an optimal definition that considers the content of this particular type of evidence.

3. Contradictions and Crossroads: E-Evidence in Comparative Legal Contexts

The issue of e-evidence in Ukrainian criminal law should be considered in comparison with the
approaches of other branches of procedure law to this issue. A holistic approach is justified because
evidence is an integrated and multidisciplinary scientific field, even though the specifics of each form
of legal proceedings must be considered. In this context, the Law of Ukraine No. 2147-VIII of 2017
amended the Civil Procedure Code of Ukraine (Civil Code), the Commercial Procedure Code of Ukraine
(Commercial Code), the Code of Administrative Procedure (Administrative Code) [14]. It established
a completely different approach to allocating and understanding the category of e-evidence than in
criminal matters.

These codes define e-evidence as information recorded electronically that contains facts about the
circumstances relevant to the case. A progressive step is the provision of a basic definition and the
consolidation effect by emphasising “information in electronic form” as the fundamental principle in
the definition of e-evidence. In this field of law, the Ukrainian legislator consequently sees e-evidence
through the prism of the intangible information, which fully considers the nature and essential features
of evidence in digitalised form. In addition, Law of Ukraine No. 2147-VIII of 2017 regulates the types
of storage devices that may contain electronic information, including portable devices (memory cards,
mobile phones), servers, backup systems, etc [14, para. 5]. The amendment of the Ukrainian law in
said fields entails the novelty that written and electronic evidence is distinguished; in particular, if
electronic evidence is submitted to the court in a paper copy, such information will not be considered
paper evidence.

Thus, the relevant changes in the procedural legislation form a substantive placement of e-evidence
in the system of sources of evidence in the Civil Code, Administrative Code, and Commercial Code.
This is a conceptual advancement in understanding the specific phenomenon of e-evidence in Ukraine;
simultaneously, it aligns the regulatory framework to the specific characteristics of e-evidence.

The described changes in Ukrainian legislation in civil, commercial and administrative law bring
to light a substantive and systemic conflict with the position in Ukrainian criminal procedure law that,
as explained, follows an understanding of e-evidence as a material document. At the same time, this
approach directly negates the essence of electronic information as a key element of e-evidence. Therefore,
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already these contradictions between the Ukrainian criminal procedure legislation and other branches of
Ukrainian law reveal that (urgent) regulation is required that align the concept of e-evidence.

Given the specific and distinctive features of e-evidence, it cannot be attributed to any other category
of evidence in Ukrainian criminal procedure legislation. Therefore there are grounds for legislative
formalisation of the relevant novelties. Some scholars share this opinion regarding the legal consolidation
of the e-evidence concept [15, 84].

4. Interaction of E-evidence with Other Evidence Types in Ukraine

4.1. E-evidence vs. traditional documents

One of the most important issues is the place of e-evidence in the system of evidence in Ukrainian
criminal procedure, namely its correlation and distinction with the category of document. This approach
has weaknesses.

Firstly, digital information is usually formed naturally and technically, i.e. without the intervention of a
particular entity, but as a result of actions in the information network. A classic document is human-made.

Secondly, e-evidence and a document differ in their content. While a document contains written
signs (text), diagrams, and drawings that are directly expressed tangibly, e-evidence may contain not
only certain explicit digital information but also implicit information that is inaccessible to an ordinary
user. For example, metadata, which is actually “data about other data,” contains information about the
modification of data, its creation, storage location, creator, efc., and is principally unavailable without
special permission.

Thirdly, a document as a set of information expressed in signs (text) directly connects with its physical
storage. Given the peculiar nature and characteristics of digital information in terms of its ability to be
freely copied and transmitted, e-evidence is not tied to specific physical storage, as it can be circulated
via a network, reproduced simultaneously and on various devices, without losing its form and content.

4.2. Challenges of e-evidence on physical storage

Another problematic issue is the definition of e-evidence as a document in terms of its linkage to
physical storage. Particularly, the CPC establishes the principle of connection between a document and
physical data storage [13, art. 99-1].

According to the CPC, a document is not a specific digital object relevant to criminal proceedings,
but its physical storage. In my opinion, the existing legislative provision causes practical difficulties,
which particularly occur in the case of recording digital information. The provision of the CPC regarding
the position of perception of a document through its physical storage violates the conceptual features of
e-evidence. Firstly, e-evidence, by its technical nature, is autonomous in relation to physical storage; it
can be created on certain physical storage but can also be displayed and stored on any device. Secondly,
the CPC, is ambiguous in terms of evidential proof, i.e. the question arises of what needs to be examined
during criminal proceedings: e-evidence or its physical storage?

In my opinion, both digital data relevant to criminal proceedings and the physical storage on which it
is stored should be subject to examination. This answer to the question raised depends on the context of
the e-evidence. If the physical storage includes digital or physical traces of a crime, then such a material
object should be recognised as physical evidence. However, the physical storage in e-evidence should
not matter if it is only a form of fixing digital information, provided that the key is to analyse the digital
data, structure, components and metadata. Thus, the mandatory transfer of electronic evidence (digital
information) to a separate physical storage is worth noting. In this regard, the fixation method will serve
as a law enforcement tool for further examination of the evidence. For example, in cases where digital
information cannot be reproduced in a tangible form, a special subject may record such information on
a portable medium (optical disc, hard disk drive etc.). That is, one should proceed from the correlation
between the concepts of ‘form’ and (or) ‘content’ of evidence in the context of their importance for
criminal proceedings, which will determine whether digital information belongs to physical evidence
or documents.

However, the current legislative framework, which enshrines the material principle of linking digital
information, where the priority is given to physical storage, which may not be objectively relevant
to criminal cases, is not applicable. In contrast, digital information is essential and goes beyond the
scope of a document [13, art. 99]. It should be added, that the Criminal Court of Cassation of the
Supreme Court of Ukraine, in case No. 751/6069/19, noted that physical storage is only a way of storing
information, which is relevant only when an electronic document is physical evidence. The main feature
of an electronic document is the absence of a rigid binding to a specific physical storage [16].
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4.3. E-evidence vs. physical evidence

A special aspect is the issue of correlation and differentiation of e-evidence with the category of
physical evidence. In the CPC, physical evidence is defined as follows: physical evidence shall mean
tangible objects that have been used as a tool for committing a crime, retain traces of such or contain
other information, which may be used as evidence of the fact or circumstance to be established during
criminal proceedings, including the items that were an object of criminally unlawful actions, money,
valuables or other articles obtained in a criminally unlawful manner or gained by the legal entity as a
result of a crime [13, art. 98].

This definition of physical evidence also emphasises materiality. However, the object or subject of a
crime can be objects of the material world and digital objects. Financial crimes can be committed with
the emergence of new technologies, such as blockchain databases. Any conversion of illegally obtained
crime proceeds can be implemented through various virtual assets (cryptocurrency, non-fungible tokens
etc.). Furthermore, a situation can happen in which the object of a crime may be a computer virus, or the
traces of criminal activity may contain metadata.

All of these digital (electronic) objects are intangible and may not be tied to specific physical storage
that would include traces of a crime, and, therefore cannot be considered through the physical form
of fixation. At the same time, the relevant objects themselves will be of direct relevance to criminal
proceedings. Therefore, there is a need for a regulatory change in the concept of physical evidence by
expanding it in terms of regulating the principle of non-materiality of objects that may be considered
material evidence.

5. Navigating Possible Solutions: Addressing E-Evidence Challenges in Ukrainian Criminal Law

The analysis above demonstrated that collecting, storing, using and examining electronic evidence
requires new approaches in Ukrainian criminal procedure. Action is required by the Ukrainian legislator
who already attempted to tackle the issue of e-evidence in criminal procedure law: Draft Law No. 4004
of 2020, proposed that e-evidence should be defined as information in electronic or digital form that
can be used as evidence of a fact or circumstance relevant to criminal proceedings [17]. In addition, this
draft emphasises the classification of e-evidence, in particular, it includes electronic documents (text
documents, graphic images, photographs, video and sound recordings); virtual assets; websites, web
pages; text, multimedia and voice messages; metadata; databases. Unfortunately, this draft law did not
take effect, and the issue of e-evidence remains unresolved until today.

Thus, we conclude that the current provisions of the CPC do not correspond to the fundamental
features and nature of e-evidence. The fundamental issue is the impossibility of ‘organic absorption’
of e-evidence by category of document. After all, e-evidence is broader in nature and goes beyond the
concept of a document. Also, in this context, it should be emphasised that the legislative regulation of
the concept of e-evidence by giving preference to digital information rather than physical storage is the
proper solution to the relevant issue.

We would like to note that the Ukrainian legislator should not only formulate a formal and theoretical
definition and optimal classification of e-evidence but also a comprehensive regulatory framework that
includes aspects of correlation with other types of evidence, principles of recording, evaluation and
storage. This will contribute not only to the consistency of approaches to the regulation of evidence
in procedural branches of law but will also serve to implement the fundamental principles, tasks and
principles of criminal justice. Resolving the controversial issue of the category of e-evidence will
eliminate several legislative conflicts and conceptual gaps, and prevent hypothetical manipulations and
ambiguous interpretations of this type of evidence.

6. Conclusion

In conclusion, the legal analysis of the current state of play of Ukrainian legislation in criminal
procedure demonstrated a pressing need for substantial improvements in the legal framework governing
e-evidence. The existing landscape of e-evidence in Ukraine falls short of aligning with modern
methodologies and standards, posing significant challenges to the criminal justice system’s effectiveness.
An ever-increasing reliance on digital technologies and electronic data characterises the contemporary
world. In this digital age, criminal activities often leave electronic footprints that can be crucial in
establishing guilt or innocence. However, the current state of e-evidence in Ukraine’s criminal law is
inadequate in adapting to the evolving nature of crime and technological advancements.

Enhancing the regulation and the express recognition of e-evidence is not merely a procedural
formality; it is a cornerstone of effective law enforcement and the pursuit of justice. The absence of
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robust legal provisions for electronic evidence can hinder the ability of law enforcement agencies and
courts to investigate, prosecute, and adjudicate cases involving digital information, especially those
related to war crimes in Ukraine. Moreover, the significance of improving the regulation of e-evidence
extends beyond the immediate criminal justice context. In the post-war period, upholding the rule of law
and ensuring accountability for past atrocities will be paramount. This requires a legal framework that
can accommodate the complexities of e-evidence, ensuring that it is admissible, reliable, and subject to
the necessary safeguards to protect individual rights.

Therefore, it is clear that establishing a more comprehensive and adaptable legal framework for
e-evidence is a key imperative in Ukraine’s pursuit of effective judicial prosecution in cases involving
war crimes and the enduring supremacy of the rule of law in the post-war era. By aligning its legal
system with modern approaches to e-evidence, Ukraine can better equip itself to address the challenges
of the digital age and promote a fair and accountable judicial process.
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